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FCC Officially Publishes Net Neutrality Rollback
Rule; Will Take Effect on April 23
By FHH Law

Well, it’s official: the Open Internet rule, better known as Net Neutrality, will go
bye-bye starting April 23.

On Feb. 22, the final notice of the hotly debated changes to Net Neutrality was published in the
Federal Register. Net Neutrality goes away as the rule changes take effect April 23, except for certain provisions that require review by the Office of Management and Budget (which will take effect
later). The rule rolls back FCC Internet regulations and reclassifies Internet service providers. (For
a history of how we got here, read up on Net Neutrality on our blog: CommLawBlog.com.)
However, this doesn’t mean that the fight over the Internet is over just yet. This is an important
procedural milestone in the debate over the Internet as it sets in motion pending challenges to the
rule. Already, attorney generals in 22 states, along with governors in Montana and New York, have
filed lawsuits to block the deregulation of Internet access. It is likely more states will follow suit.
The rule follows a Dec. 14 FCC party-line decision to reverse the 2015 Title II Order, which reclassified broadband Internet access as a “telecommunications service.” This decision means that the Internet will now return to its pre-2015 Title I “information service” classification, moving oversight
of the Internet to the Federal Trade Commission.
The battle of how to regulate (or how not to regulate) the Internet isn’t quite over. Be sure to follow
developments at CommLawBlog.

FCC Annual CPNI Certifications Are
Back After One Year Off – Due March 1
By FHH Law

After a one-year hiatus, telecommunications carriers and interconnected VoIP providers were
once again required to submit annual customer proprietary network information (CPNI) certifications to the FCC by March 1. CPNI includes a variety of sensitive customer data such as, among
other things, telephone numbers of people you call and people who call you. To address privacy
concerns, the FCC’s regulations help protect CPNI from unauthorized access, use, or disclosure,
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and all covered entities are required to file an annual certification of compliance with CPNI rules
during the previous calendar year.
You may have noticed that our last reminder about the annual certification was in 2016. That’s because in 2016 the FCC, under Chairman Wheeler, completely revised its privacy rules to also encompass providers of broadband Internet access service. Under those rules, the annual March 1
certification was not required in 2017. But those rules were abandoned in 2017 after the Republican
administration took over and the FCC restored the prior CPNI requirements (including the annual
March 1 certification) to their former glory.

This year, the FCC’s Wireline Competition Bureau released a Public Notice reminder that the annual CPNI certification was again due by March 1. While the reminder still includes the typical warning that noncompliance can result in hefty penalties, it doesn’t quite strike the same ominous tone
as prior reminders issued by the FCC’s Enforcement Bureau (for example, see the FCC Enforcement
Advisory from 2016).
Of course, that doesn’t mean you should take the annual CPNI certification any less seriously.
Those with long memories will recall the days when failure to file came with a nearly automatic
$20,000 forfeiture penalty. So hopefully you also remembered to get the CPNI certification submitted on a timely basis this year.

Above 95—FCC Hits the Stratosphere
By Peter Tannenwald

The FCC voted on Feb. 22 to issue a Notice of Proposed Rulemaking and
Order looking toward issuing licenses for frequencies above 95 GHz.
That’s Giga-Hertz, not MegaHertz – way up there, beyond the highest
frequencies that are commonly used today, at least by the private sector.

Historically, frequencies this high were not considered useful for communication transmission. But the radio art has advanced quickly; and Amateurs,
who make it their business to advance the state of the art, have been allowed to operate above 95 GHz for years. Today, commercial inventors and entrepreneurs are seriously at work developing ways to exploit higher and higher frequencies. The amount of available
bandwidth is enormous; if the high frequencies can be used, the possibilities for ever-faster wireless
broadband and backhaul speeds are significant.
The FCC has proposed to authorize three types of operations: regular licensing, unlicensed systems,
and experimental licensing. The structure for licensed systems would be based on the existing system for the 70, 80, and 90 GHz bands, where licenses for point-to-point systems will be issued to
anyone who wants them, all for nationwide operation, and without limit on the number of licenses
available. All operators will be required to register each of their point-to-point links with one or
(Continued on page 3)
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more private database managers, with protection of links from interference given
on a first-come, first-served basis. In other words, each new link must protect
those that were registered earlier. The amount of spectrum the FCC hopes to open
up for licensed use is 102.2 GHz.
Unlicensed systems would be regulated similarly to existing regulations for the 60 GHz band. The
FCC anticipates that transmission range will be limited; that’s because signals so high in frequency,
which in turn have very short wavelengths, tend to be absorbed or blocked by atmospheric particles. This characteristic should allow many systems to co-exist without interfering with one another. As much as 15.2 GHz of spectrum is proposed for unlicensed use.
The FCC also proposes to issue experimental licenses from 95 GHz up FLETCHER, HEALD & HILDRETH
A Professional Limited
to 3,000 GHz (3 TeraHertz). All operation would be conditioned on
Liability Company
not interfering with other systems, presumably both licensed and unlicensed. The FCC proposes more flexibility for these licenses than it
1300 N. 17th Street has allowed for experimental licenses in the past, including a longer
11th Floor
than normal license term and the ability to transfer experimental liArlington, Virginia 22209
Tel: (703) 812-0400
censes.
Finally, the FCC is proposing to permit the sale of new equipment
during market trials, contrary to the existing heavy restrictions
against equipment sales before operating rules are adopted and before equipment receives certification.
While the prospects for exploitation of ever-higher frequencies are
exciting, it appears that the FCC is assuming for now that uses will be
limited to relatively short, straight-line, point-to-point communications and very short-range Wi-Fi-like systems. However, we are
aware of research currently in progress which has demonstrated that
propagation is not limited to straight-line paths and that frequencies
above 95 GHz may bend around corners to some degree. As technology develops, it will be interesting to see what applications are the
most successful and what traditional technical assumptions may require additional analysis.
Meanwhile, the FCC has also voted to propose rules to implement Section 7 of the Communications Act, which requires the FCC
to act on petitions or applications for new technologies and services
within one year of receipt. The FCC proposes that its Office of Engineering and Technology (OET) make a recommendation within 90
days as to whether a petition for approval of a new technology should
be put on a one-year track or processed normally. The full Commission will review the recommendation and decide whether to initiate a
formal rulemaking.
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We will be happy to answer any questions about the FCC’s proposals and to help you file written
comments or meet with the FCC’s staff to present your ideas, please contact Peter Tannenwald
at tannenwald@fhhlaw.com.
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FCC Challenges Bitcoin Miner
(But Not For Mining Bitcoins)
by Mitchell Lazarus
lazarus@fhhlaw.com
(703)812-0440

You know how bitcoins work. Not yet? We’re still coming up to speed.
But we do get the part where bitcoins are created by people doing a lot of
intensive computation called “mining.” It reminds us of the old Warner
Brothers cartoon where a character turns a crank on a machine and dollar bills fly out.
It turns out you can buy that machine, or at least the bitcoin version, and
do exactly what the comic book ads used to promise: make money at
home in your spare time. The machine, though, comes with a flaw –at
least, the unit used by Victor Rosario of Brooklyn did. All digital devices
have the potential to create radio interference. Mr. Rosario’s bitcoin miner put out interference
strong enough to make trouble for T-Mobile and its Brooklyn customers. T-Mobile called the FCC,
whose direction-finding equipment zeroed in on Mr. Rosarios’s home. The FCC sent Mr. Rosario a
stern letter directing him to turn off the machine. It also threatened steep fines, seizure, and imprisonment, and asks questions about the device and where Mr. Rosario bought it.
The item caught our eye because it makes a nice addition to our collection down here in the
CommLawBlog bunker of “things that really shouldn’t cause radio interference but do anyway.”
We’ll put the bitcoin miner next to the well pump, in among the lighting fixtures that we’ve previously written about. (In another room we keep all the jammers, which differ in that they cause interference intentionally.)
Still unanswered: whether, if the FCC does fine Mr. Rosario, he will be allowed to pay the fine from
the bitcoins he mined using the machine that triggered the fine.
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White House Deliberates Centralized 5G Network Proposal
by Tom Dougherty
dougherty@fhhlaw.com
(703) 812-0409

Telecommunications companies in January got a rude awakening

when Axios broke news that the Trump administration is considering a
recommendation to centralize and build a 5G wireless network. According to multiple news outlets, members of the U.S. National Security Council (NSC) presented senior White House officials with recommendations to
centralize the United States’ 5G network in order to prevent cyberattacks and meddling from China. The Council recommends that this plan be executed by the end of
President Trump’s first term. Axios quoted a source familiar with the documents saying that a single centralized network is “what’s required to protect America against
China and other bad actors.”
However, when asked about this proposal in a daily press conference, White House
Press Secretary Sarah Huckabee Sanders said that the White House was in the “very
earliest stages of the conversation” and that no decision had been made yet.
5G infrastructure control would be extremely controversial because telecommunications has traditionally been a privately controlled industry. Moreover, the major wireless carriers are all in the process of developing their own 5G networks which they
would fund without taxpayer dollars. The proposal recommended that the U.S. government pay to build a single 5G network and allow for telecommunications companies to compete with one another on where to build their own 5G networks that would
then “rent” access from the government. How this network would respond to the
unique needs of different carriers is unknown.
I have to believe that the NSC is somewhat unfamiliar with longstanding federal communications policy favoring competition and has not assessed the problems involved
in governmental ownership of companies operating in traditionally private sector industries. Federalizing a dynamic industry is in direct contrast with the deregulatory
policy that the Trump administration has espoused. Implementing 5G is going to involve millions of small cell sites, a lot of “on street furniture,” and a single 5G system
will cost an enormous amount of money to build, maintain, and operate. If adopted, a
national wholesale 5G system would be a disaster, forcing the carriers into a one-sizefits-all solution, adding to the national debt, and killing competition for 5G deployments. Not to mention that the four major U.S. carriers are already committed to implementing 5G initiatives with their own funds. As a result, the cost controlling
(Continued on page 6)
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aspects of competition would not be present and competitive innovation
would be stifled. These problems would be tolerated for a claim of greater security, which seems illusory. And the FCC agrees.
Chairman Pai, and all four commissioners, have voiced their opposition to this proposed measure. In a statement, Chairman Pai said that “What government can and
should do is to push spectrum into the commercial marketplace and set rules that encourage the private sector to develop and deploy next-generation infrastructure. Any
federal effort to construct a nationalized 5G network would be a costly and counterproductive distraction from the policies we need to help the United States win the 5G future.”
Commissioner O’Rielly stated that this plan is “nonsensical” and does not take into account the current marketplace. He said he will do everything in his power to “provide
the necessary resources, including allocating additional spectrum and preempting barriers to deployment, to allow this private sector success to continue.”
The man responsible for the unauthorized memo release, which according to the
Washington Post caused an upheaval at the White House, was removed from the National Security Council staff and sent back to the Air Force.
Follow us at CommLawBlog for more developments on this story.

FCC Begins Process for Permitting Collocations
on Twilight Towers
by Mark DeSantis
desantis@fhhlaw.com
(703) 812-0493

On Dec.14, the FCC released a Public Notice unveiling a draft Program Comment that will supposedly resolve the longstanding issues
surrounding collocating equipment on so-called “Twilight Towers.”

Twilight Towers have been stuck in limbo as a result of an ambiguity
in the Commission’s rules. Since 2001, the Commission has had rules
in place that require licensees to evaluate whether proposed facilities
would affect historic properties. However, those rules were not specifically tied to Section 106 of the National Historic Preservation Act,
which governs the historic preservation review process, until 2005.
As a result of this ambiguity, Twilight Towers either lack documentation demonstrating
successful completion of Section 106 review upon construction or have not undergone Section
106 review at all. Tower collocations are exempt from an individual historic review process
(Continued on page 7)
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only if the underlying tower itself underwent Section 106 review. Thus, Twilight Towers have
been unable to take advantage of this historic review exemption for collocations. The FCC is
also eager to make more towers available for broadband deployment, one of the larger
items on Chairman Pai’s agenda.
According to the FCC, routine historic preservation review for Twilight Towers would be
inept. It claims that no adverse effects have been brought to its attention in the towers’ 12
to 16 years of existence, and thus routine historic preservation review would be of little
value.
While industry had urged the FCC to exempt Twilight Towers from any historic preservation review, other commenters, such as the Tribal Nations and State Historic Preservation Officers, argued that collocations may increase the adverse effects of towers and
urged the FCC to implement some sort of review process. While the FCC was unwilling to
provide a blanket exemption to historic preservation review, it did meet industry halfway
by making clear it would not take enforcement action relating to the good faith construction and deployment of Twilight Towers, and by providing an alternative path to Section
106 exemption.
The Public Notice provided a draft of this alternative path in the form of a Program Comment. Under the Program Comment, collocation on Twilight Towers will be permitted without
historic preservation review unless any of the following is true:
 The proposed antenna increases the existing height of the tower by more than 10 percent or

the height of another antenna array within 20 feet, whichever is greater;
 The proposed antenna involves the installation of more than four new equipment cabinets or

more than one new equipment shelter;
 The proposed antenna will involve adding an appurtenance to the body of the tower that

would protrude from the edge of the tower more than 20 feet or more than the width of the
tower structure at the level of the appurtenance, whichever is greater;
 Mounting the proposed antenna will involve excavation outside the current tower site, de-

fined as the current boundaries of the leased or owned property surrounding the tower and
any access or utility easements currently related to the site;
 The tower has been determined by the FCC to have an adverse effect on one or more historic

properties;
 The tower is the subject of a pending environmental review or related proceeding before the

FCC involving compliance with Section 106 of the NHPA; and
 The collocation licensee or the owner of the tower has received notice that the FCC is in re-

ceipt of a complaint that the collocation has an adverse effect on one or more historic properties. Any such complaint must be in writing and supported by substantial evidence describing how the effect from the collocation is adverse to the attributes that qualify any affected historic property for eligibility or potential eligibility for the National Register.
Comments were due by Feb. 9 and reply comments were due on Feb. 26. You can find them in
the WT Docket No. 17-79. After reviewing comments on the Program Comment, the FCC will
revise it as appropriate and summarize the comments for the Advisory Council on Historic
Preservation. The ACHP will then decide whether to issue the Program Comment within 45
days.
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CMRS Rules Get an FCC Facelift —
Say Goodbye to Section 20.7 and 20.9
by FHH Law

Chairman Pai and the FCC in December continued their campaign of revamping
FCC rules, this time by adopting a Report and Order tackling the Commission’s
Commercial Mobile Radio Services (CMRS). The Order deletes Sections 20.7 and
20.9 of the Commission’s rules and is intended to generally eliminate an
“outdated and incomplete list of certain services” and streamline rules across all
spectrum bands by removing regulations that unnecessarily apply to some mobile
service providers.

Section 20.7 of the rules specified some, but not all, examples of services that meet the definition of “mobile services.” Section 20.9 of the rules provided a list of services that
were presumed to be commercial mobile radio services. It also required applicants or licensees in those services to file a petition for waiver of that CMRS status in order to be classified
instead as providers of Private Mobile Radio Service (PMRS). Under Section 332 of the Communications Act, and numerous other FCC rules, CMRS providers have significantly more regulatory obligations than PMRS providers, and CMRS providers are in many ways treated as
“common carriers.”
The Order notes that while “Section 20.9’s regulatory treatment of certain service bands may
well have been a reasonable tool when it was adopted, it was based on assumptions that no
longer apply—namely that a licensee would offer a service restricted either to CMRS or PMRS
use rather than seek to have the flexibility to operate as both.”
Furthermore, the Order goes on to note that in recent years, “the Commission’s spectrum regulation has turned toward a flexible use model that no longer supports this particular treatment
embedded in our rules.” The Commission points out that because of Section 20.9 of the rules,
some applicants that might otherwise have their applications granted very quickly instead have
to file waivers or similar pleadings to be regulated as PMRS providers, which adds unnecessary
cost and delay to the application process.
Changes in technologies and the markets for spectrum also resulted in the
need for these sorts of waivers, or related regulatory requests. For example,
spectrum allocated for Automated Maritime Telecommunications Systems
(AMTS) was presumed to be CMRS in Section 20.9 of the Commission’s
rules. However, due to the growth in the use of cellular phones, AMTS never
really developed as the public commercial service originally envisioned, and
now AMTS spectrum is used in some cases to provide Positive Train Control
(PTC) or services for utilities.
But, PTC cannot operate if the PTC facilities must also fulfill CMRS requirements to provide service to the general public. Therefore, rail carriers seeking to use this spectrum for PTC must file additional certifications requesting PRMS status and must demonstrate
that they can only operate such systems on a private, internal use basis.
(Continued on page 9)
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The Order states that nothing therein,
…is intended to substantively change the definitions of CMRS and PMRS in Section
20.3 of [the] rules, which generally track the statutory definitions and which provide sufficiently clear guidance to enable providers to continue to determine the nature of their services accurately. Nor [does the FCC] take any action in this Order to
change the regulatory obligations that attach to CMRS operations or to PMRS operations. Entities may continue to provide both CMRS and PMRS under the same license, to the extent allowed by, and subject to, the statutes, rules, and requirements
that otherwise apply to the particular service at issue.
Lurking to the side, the Commission’s Net Neutrality/ Open Internet Order debate leaked
into this item. Commissioner Clyburn dissented, based on her concerns in the Open Internet
proceedings regarding the classification of mobile broadband Internet access service. Clyburn
said action in the Part 20/CMRS proceeding removes “certain important procedural safeguards” that could help parties demonstrate that a wireless company’s mobile broadband service should be classified as CMRS.
On the other hand, Commissioner Carr supported this Order on the basis that it eliminated a
set of 20-year-old rules that did not “help level the regulatory playing field for wireless providers. …” Instead, Carr said, this update to CMRS rules will “enable wireless networks in the
U.S. to evolve with technology and to do so much more quickly than if the operators had to
obtain government sign-off each step of the way.”
Keep watching CommLawBlog for any updates on this proceeding. In the meantime, contact
us if you have questions.
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DataConnex Gets Hit with $18.7M Fine for
Violation of the Rural Health Care Program
By FHH Law

As it has for many months now, the FCC in February continued its review of

the Rural Health Care Program (RHCP). This time, it issued a proposed $18.7M
fine against health care telecommunications service provider DataConnex. A
reseller of telecommunications services, DataConnex is alleged to have taken in
millions of dollars from the RHCP that it was not entitled to collect. Primarily,
the FCC alleges that DataConnex “willfully and repeatedly” provided inaccurate, forged, misleading, or unsubstantiated documents to support that DataConnex had made payments to the Universal Service Fund. Furthermore, the
FCC says that DataConnex violated the RHCP’s competitive bidding rules.
The most significant aspect of this forfeiture is the amount of the proposed fine.
DataConnex’s fine is three times the amount it wrongfully received from the
RHCP and the FCC has warned it may revoke the company’s authorization to
sell telecommunications services altogether. Plus, the FCC said it is considering
a measure to waive the competitive bidding rules because DataConnex undermined the bidding process for other telecommunications services in the RHCP.
The RHCP was established by the 1996 Telecommunications Act to “facilitate health care delivery in rural and remote parts of America.” Health care providers in rural America use the
RHCP in order to, according to the FCC, “provide telemedicine, transmit health records, and
conduct other telehealth activities, thereby improving patient care and reducing health care
costs.” The program provides eligible health care providers with a 65 percent discount on
broadband services in rural America. The FCC alleges that DataConnex took advantage of this
program.
The FCC’s DataConnex fine was issued based on six instances of wrongful conduct that, according to the FCC’s Forfeiture and Order, include:
 Engaging in an undisclosed multiyear financial relationship with an RHCP consultant

through which DataConnex gained an unfair advantage in the competitive
bidding process;
 Steering healthcare providers to this RHCP consultant and paying more than $200,000 to a

company owned by the consultant over a two-year period during which time DataConnex
received dozens of contracts from health care providers represented by this
same consultant;
 Making monthly payments ranging from $250 to $2,000 to a company owned by the RHCP

consultant which were directly tied to six contracts awarded to by healthcare providers
represented by the same consultant;
 Reaching agreements in principle with the RHCP consultant under which healthcare provid-

ers would award contracts to DataConnex before the required competitive-bidding
period ended;
Continued on page 11)
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 Including material misrepresentations – to increase its receipt of payments from the Tele-

com Program (a reminder that The Telecom Program, the Health Care Fund Program, the
Internet Access Program, and the Rural Health Care Pilot Program all fall under the umbrella of the RHCP Program); and
 Submitting payment requests based upon service contracts tainted by violations of the

Commission’s competitive bidding and urban rates rules and, in so doing, falsely implying
compliance with Commission rules.
The largest fine stems from DataConnex’s violation of the competitive bidding process,
through which health care providers apply to the Universal Service Fund (USF) in order to support eligible RHCP services.
The bidding process, like most, is intended to protect the RHCP
from waste, fraud, and abuse so that health care providers can
choose, according to the FCC, “the most cost-effective bid so
that USF funds are used wisely and efficiently.”
This all comes as the RHCP has undergone increased scrutiny
since, back in December, the Commission issued a Notice of
Proposed Rule Making and Order to review and update the program. As we reported then, the NPRM asked for comment on:
1) the spending cap for the program, 2) evaluating the program
for fairness and accuracy, 3) re-defining what “cost-effectiveness” means, 4) ensuring funding
for rural and tribal health care providers, 5) simplifying program participation, and 6) enhancing proper oversight of the program. The Forfeiture and Order seems is aimed at addressing the last concern.
During its January meeting, FCC Chairman Ajit Pai supported the forfeiture, stating, “I’m
pleased that we’re taking aggressive action against a company that we believe sought to scam
the system.” The forfeiture was approved by all five Commissioners with Commissioner Brendan Carr stating, “This means that DataConnex’s apparently fraudulent scheme might have
resulted in providers that are playing by the rules—and the potentially millions of consumers
they serve—losing out on the valuable health care services made possible by the Program.
Needless to say, we are not taking this conduct lightly.”
It is predicted that the FCC will continue to reform the RHCP in ways that will impact health
care service providers, telecommunications services, and the health care industry as a whole.
Our attorneys have experience with FCC regulations and compliance that has been relied on
by telecommunications and health care providers nationwide. If you have any questions
about your own compliance, please contact us.

