
T he Trump Administration recently took some major steps toward providing a regulatory 
framework that encourages the safe development, testing, and deployment of autonomous 

vehicles. This year, Secretary of Transportation Elaine Chao released Automated Driving Systems 
2.0 from the National Highway Traffic Safety Administration (NHTSA), a document aimed at 
supporting automotive industry innovators in the safe introduction of new autonomous technolo-
gies. This document includes a Voluntary Guidance for stakeholders as they consider and design 
best practices for testing and deploying autonomous vehicles. 

For help understanding the Voluntary Guidance, we’ve turned to our friend, George Soodoo, who 
runs a regulatory consulting practice that focuses on vehicle crash avoidance technologies. George 
is a mechanical engineer and MBA who spent 30 years at NHTSA, ultimately as chief of its Vehi-
cle Dynamics Division. 

Here’s our interview with George: 

Q: As an initial question, what is an NHTSA “guidance” and what kind of controlling 
effect does it have on industry, if any? 

SOODOO: An NHTSA guidance is a non-regulatory approach to addressing a motor vehicle safe-
ty need and which provides a framework that vehicle manufacturers and equipment suppliers 
may use to design their products. A guidance is entirely voluntary. It does not establish a Federal 
Motor Vehicle Safety Standard (FMVSS) and, therefore, has no compliance requirement or en-
forcement mechanism. 

A guidance has an indirect controlling effect on industry because the elements of the guidance 
may be used to develop a proposal for a notice of proposed rulemaking. Therefore, manufacturers 
that adhere to the guidance could be in a better position than their competitors to offer compliant 
systems to their customers at an earlier date. 

Q: What are the major elements of Automated Driving Systems 2.0? 

SOODOO: The Automated Driving Systems (ADS) 2.0 is composed of two sections and focuses 
on vehicles that incorporate high levels of automation, specifically Levels 3, 4, and 5 – Condition-
al, High, and Full Automation, respectively. 
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Section 1, Voluntary Guidance for Automated Driving Systems, contains 12 safety 
design elements considered the most important design aspects for the development, testing, and 
deployment of autonomous vehicles. These 12 elements include: system safety, human machine 
interface, vehicle cybersecurity, validation methods, and consumer education and training, 
among others. For example, the guidance suggests that manufacturers may use a combination of 
vehicle simulation, test track, and on-road testing to demonstrate the expected performance of an 
ADS. These tests should demonstrate the performance of the ADS during normal operation, dur-
ing crash avoidance maneuvers, and during system malfunction or in driving conditions outside 
of the system’s capabilities. 

Section 2, Technical Assistance to States, Best Practices for Legislatures Regarding Automated 
Driving Systems, clarifies the federal and state roles in regulating autonomous vehicles. NHTSA 
remains responsible for regulating the safety-related design and performance aspects of motor 
vehicles and motor vehicle equipment. However, states continue to be responsible for regulating 
the human driver and vehicle operations. Section 2 also lays out the framework states can use as 
their legislatures write laws on the use and operation of autonomous vehicles, to ensure a con-
sistent national framework. 

Q: How helpful do you view the Automated Driving Systems 2.0 guidance in terms 
of speeding up the development of autonomous vehicles? 

SOODOO: I consider the ADS 2.0 to be very helpful for vehicles that incorporate Automation 
Levels 3 through 5. It allows manufacturers to devote more time to testing, validation, and de-
ployment of autonomous vehicles instead of compliance and enforcement issues. ADS 2.0 shifts 
the focus from a regulatory approach and places more emphasis on seeking non-regulatory solu-
tions. It also gives manufacturers the leeway to develop creative solutions, which may be difficult 
to do under a more rigid regulatory framework. 

In the near term, it also benefits NHTSA by giving the agency the opportunity to work coopera-
tively with industry to achieve the safety goals for autonomous vehicles. Such cooperation is diffi-
cult to do when rulemaking proceedings begin. Generally, at this stage in the development of a 
new technology, it is challenging for NHTSA to quantify the potential safety benefits associated 
with deploying the technology. This task becomes easier as the technology becomes commercially 
available and vehicles are placed in service throughout the country. NHTSA will then be able to 
assess the on-road performance of these systems and fully understand how they impact vehicle 
crashes. 

Ultimately, I believe that there will be a need for rulemaking to establish some minimum perfor-
mance requirements for ADS with compliance tests and enforcement mechanisms in place, as is 
the case for safety systems on conventional vehicles. 

Q: NHTSA’s mission is to save lives, prevent injuries, and reduce the economic costs 
associated with motor vehicle crashes. Can you explain how the agency’s rulemak-
ing process works to develop and publish vehicle safety regulations that help ac-
complish the agency’s mission? 
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SOODOO: NHTSA initiates rulemaking action to address a specific safety problem by one of sev-
eral means: Congressional mandate; petition for rulemaking from industry or the public; or the 
agency’s own initiative. Internally, NHTSA begins the process by quantifying a motor vehicle safe-
ty problem in terms of fatalities, injuries, and property damage caused by crashes. This is done by 
analyzing police-reported fatal and non-fatal crashes in the agency’s crash databases. NHTSA 
then conducts research using systems designed to correct the safety problem, which focuses on 
evaluating the performance of the system and determining the most appropriate performance 
metrics and pass/fail criteria that would achieve the desired safety benefits. The agency also de-
velops a benefits-cost analysis to determine whether the safety benefits achieved by the new re-
quirement outweigh the cost to consumers of equipping new vehicles with the safety system. 

This internal work is synthesized into an NPRM, which is published to give the public an oppor-
tunity to comment. 

Q: What areas do you believe would pose significant challenges for NHTSA as it 
tries to be responsive to the rapid technological changes needed to open the U.S. 
market to Level 5 fully autonomous vehicles?  

SOODOO: NHTSA faces several significant challenges to being responsive to industry, such as: 

1) The length of its rulemaking process. The rulemaking process for significant amendments to a 
motor vehicle safety standard is time-consuming, and also tends to be adversarial and conten-
tious. On average, it takes about five years to complete rulemaking on an issue of medium com-
plexity. For significant rules on autonomous vehicles, the agency will have to seek ways to speed-
up the rulemaking process so that the technology on which the amendments are based would not 
be eclipsed by another emerging technology by the time the rulemaking is completed. The other 
challenge here is to identify and keep the focus on the desired performance level for safety so that 
the mandated safety requirements are based on performance standards versus equipment stand-
ards. 

2) Temporary exemptions. Current regulations allow each manufacturer to apply for a temporary 
exemption from compliance with one or more Federal Motor Vehicle Safety Standards, which are 
limited to 2,500 vehicles annually and for a period not exceeding three years. The challenge for 
NHTSA would be to find a balance between allowing temporary exemptions for autonomous vehi-
cle systems to help speed up their development and deployment and ensuring that the American 
public is protected from unreasonable risks associated with the emerging technologies on fully 
autonomous vehicles. Congress is considering autonomous vehicle legislation that would give 
NHTSA the authority to increase the number of exempted vehicles per manufacturer to 100,000 
per year, thus possibly creating a bigger challenge for the agency in managing those temporary 
exemptions. 

3) Consumer education. Educating the public about the use of autonomous vehicles will be a con-
tinuing challenge for NHTSA as manufacturers offer the public autonomous vehicles that would 
require a different type of consumer engagement. Given the different approaches being used by 
manufacturers as they prepare to deploy autonomous vehicles, getting the right amount of  
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information to consumers, and helping them to understand the technology without 
overwhelming them, will be a significant task for the agency and the industry.  

Q: What are some examples of vehicle safety systems that would need new or re-
vised safety standards?  

SOODOO: One example is the current federal braking standards, which require a human driver 
to apply the brake pedal, accelerator, and steering controls to conduct the braking test. Amend-
ments would focus on developing compliance tests that can be conducted without a human driver 
and without foot or hand controls. 

Another example is the current federal standard for controls and displays, which specifies perfor-
mance requirements for the location, identification, color, and illumination of motor vehicle con-
trols, telltales, and indicators. These requirements were developed for use by a human driver at 
the controls of a vehicle but become irrelevant for a fully autonomous vehicle. 

New safety standards would likely be needed for automatic emergency braking (AEB) systems 
and also for the performance of cameras and radars, which provide the control for autonomous 
vehicles.  

Blogmeister’s note: This interview was conducted via email and edited for brevity. Laura can be 
reached at stefani@fhhlaw.com and George Soodoo can be reached at gSOODOO@yahoo.com. 

About George Soodoo: 
George Soodoo is a Private Consultant with expertise in motor vehicle crash avoidance technolo-
gies and the Federal regulatory process. He worked at the National Highway Traffic Safety Ad-
ministration for 30 years and was the Chief of the Vehicle Dynamics Division. Mr. Soodoo has 
successfully managed many challenging rulemaking projects on light-vehicle and heavy-vehicle 
crash avoidance systems, including tires, tire pressure monitoring systems, antilock braking sys-
tems, vehicle stability control systems, and advanced emergency braking technologies, among 
others. He was the U.S Delegate to the United Nations Economic Commission for Europe 
(UNECE) Working Party on Brakes and Running Gear (GRRF) in Geneva, Switzerland, and 
helped develop the global technical regulation (GTR) on motorcycle brake systems, which was 
adopted as a U.S. Federal motor vehicle safety standard in 2012. Mr. Soodoo was also on the DOT 
Team that developed the Report to Congress on increasing the Federal size and weight limits for 
heavy trucks. 

Mr. Soodoo started his career at Ford Motor Company in Dearborn, Michigan as a Design and 
Development Engineer. He has a B.S. in Mechanical Engineering and an M.B.A. in Economics 
and Finance.  
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O ur websites are global, our e-commerce offerings reach customers around the world, our 
Internet radio broadcasts elicit responses from listeners around the globe and our con-

sultants often hail from London to New Delhi. 

Whether people pay us, whether we pay them, or whether we just correspond with people in-
terested in our products, services and programs, we often exchange personal data that in-
cludes email addresses, phone numbers, and physical addresses. This personal data is in-
creasingly protected by regulations around the world, especially when it is collected online. 
Nowhere is this regulation more stringent than in Europe. 

In just six months, new European privacy regulations, called the General Data Protection 
Rules (GDPR) will take effect, with large new fines and a strong European Union (EU) com-
mitment to enforcement. This new law fundamentally increases protection of personal data 
and its reach extends far beyond the borders of the EU. Companies all over the world are pre-
paring for the change. Are you? 

This article provides an overview of the new GDPR, suggests steps which companies might 
take to better understand and stay on the right side of these rules (including by “self-
certifying” your company’s compliance) and provides some U.S.-based resources in the form 
of the websites of the Department of Commerce and U.S. Better Business Bureau. For those 
who collect personal data from citizens in EU countries, the time to act is now. 

EU Data Protection Law in a Nutshell  

Europe has a different type of protection for personal data then the U.S. For instance, U.S.-
based data privacy laws are sectoral: we protect an individual’s health data, financial data and 
even individual movie rentals. Due to the abusive use of personal data collected before and 
during WWII, European countries have taken a much harder line than the U.S. when it comes 
to private collection of personal data. As one of the first laws of the then-new European Un-
ion, the Data Protection Directive was passed in 1995 and created a comprehensive data pro-
tection law for Europe. All personal data of European individuals is broadly protected and 
controlled over that data, which rests with the individual and includes: (1) a right to review 
the data, and correct as appropriate, and (2) a right to consent to “secondary uses” of the data, 
including whether or not the data may be shared or sold to third parties for purposes unrelat-
ed to the original purchase or service. 

In 2016, European lawmakers went one giant step further. The EU created a stronger set of 
data privacy laws designed to further harmonize the data protection laws of the region and 
better correlate them to 21st century technologies. Now this law, the GDPR, is shaking up the  
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way companies around the world collect, process, retain, share and delete personal 
data collected from European citizens. Every company working with data flows from 
Europe should be closely reviewing their data policies, procedures and processing to 

see if their compliance is required. 

Why Should Companies in the U.S. (or Anywhere Outside the EU) Care About the 
GDPR?  

The GDPR is expressly extraterritorial. The EU intends for these regulations to apply not only 
in Europe, but anywhere personal data of Europeans is collected, stored, processed, trans-
ferred or shared. The GDPR applies, for example, if your company sells a product to a French 
citizen, regardless of where your business is located and whether you store that data on servers 
in the EU, the U.S. or elsewhere. 

This is important because the GDPR has teeth. Tired of companies worldwide ignoring 
their laws, the EU created penalties in the GDPR that are making even the largest companies 
wince. Penalties may be assessed up to 4 percent of worldwide annual revenue or 20 
million Euros (whichever is greater) with fines going into effect on May 25, 2018. The 
clock is ticking… 

How Can Your Company Continue to Receive Personal Data from Individuals in 
EU Countries? 

A year ago, after the passage of the GDPR, DOC employees rushed to the table to their Europe-
an Commission (EC) counterparts to figure out how to keep personal data flowing from the EU 
to the U.S. without interruption. They hammered out an agreement called the EU–U.S. Pri-
vacy Shield to provide a framework by which U.S. companies could review, and if appropri-
ate, modify their data processing processes and “self-certify” their compliance to the Privacy 
Shield. A properly self-certifying U.S. company can then hold itself out to European citizens 
and companies as legal to receive and process personal data. Adoption of the Privacy Shield 
framework is optional for U.S. companies, but offers the easiest route to continue data flows 
from Europe. 

Preparing for the EU-U.S. Privacy Shield   

The Privacy Shield requires U.S. companies to review their handling of personal data, includ-
ing how the company provides notice when collecting personal data, how the company allows 
the individual to access and control that data and how the company retains and deletes person-
al data. U.S. companies also are responsible for the personal data they pass to others, including 
vendors, and thus the U.S. remains accountable for ensuring that the data is processed in com-
pliance with GDPR requirements. European citizens are also have the right to raise concerns 
about the use of their personal data, and initiate reviews and investigations. 

Are you ready? The biggest companies are already well on their way to compliance. As they 
know that changes to software and staff procedures can take months or years, AMEX, IBM and 
other Fortune 500 companies have already rushed to review and revise the way they process 
personal data. In addition, their technologists and lawyers are being generous in sharing guid-
ance to other businesses. For example, IBM has posted its “Journey to GDPR Readiness” with  
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advice and guidance, and a helpful “count-down clock” to let companies know the time 
left before the GDPR laws take effect — 163 days, 02 hours and 04 minutes to May 25, 

2018 (as of the writing of this paragraph). 
 
Still, many medium-sized and small businesses do not seem to be caught up in the GDPR fren-
zy. They do so at their own peril. 

Do Medium and Small Business Need to Prepare for the GDPR Too? 

The GDPR does not contain any type of “small business exemption.” It applies to all businesses 
of all sizes that collect personal data for commercial purposes from EU citizens. 

Small and medium-sized businesses who believe they may not be targeted for enforcement, or 
think that compliance is too expensive, need to understand that such ostrich-like behavior is 
risky. Again, the law’s application – and, technically, its enforcement – does not stop at the 
EU’s borders.  The only way to eliminate all risk is to stop collecting personal data from citizens 
in the EU or comply with the GDPR. 

What can you do to prepare? The best option for a small to medium-sized company is to “self-
certify” through the DOC. That involves a process of reviewing and updating your company’s 
processing of personal data. This may involve changing your data processing, your privacy pol-
icies, your vendor agreements, and more to reflect the requirements of the Privacy Shield. 

The DOC, the Federal Trade Commission, and the U.S. Better Business Bureau (BBB) have cre-
ated tools to help businesses of all sizes. The DOC and FTC jointly created a Privacy Shield 
website with detailed guidance on the Privacy Shield Principles, including tips on how to devel-
op compliant data process practices and privacy statements, and where to self-certify with the 
DOC when the hard work is done. 

The BBB created an even more accessible website which is good for smaller businesses and 
opens with the basic question: “Where do I start?” The BBB’s “Five Step Program” walks com-
panies through the basic questions of whether they need to become Privacy-Shield compliant, 
and if so, how to do accomplish it. The BBB also provides an affordable service for handling 
complaints from EU citizens. Called an “independent recourse mechanism,” it is available to all 
U.S. business who self-certify through the BBB. (Note: you will still need to self-certify with the 
DOC.) 

Overall, don’t wait! 

It’s not easy to self-certify. But with the new tools, the European laws are easier to understand 
and the steps for reviewing and updating your data processing, notification and policies are 
clear. With only six months to go until the May 25, 2018 deadline, the time to start is now (if 
you have not done so already). 

One reason is that the European Commission (EC) has signaled a clear focus on enforcement of 
the GDPR. EC officials recently completed their “first annual review” of the Privacy Shield and 
urged the DOC to more actively engaged in monitoring of compliance with Privacy Shield  

 
Companies to Review their Data Collection — (Continued from page 6) 

(Continued on page 8) 

January 2018 Page 7 

 

 

https://www.ibm.com/analytics/us/en/technology/general-data-protection-regulation/
https://www.privacyshield.gov/article?id=How-to-Join-Privacy-Shield-part-1
https://www.privacyshield.gov/article?id=How-to-Join-Privacy-Shield-part-1
https://www.bbb.org/EU-privacy-shield/join-program/
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=605619%20(


principles and provide better detection of false claims of certification under the Privacy Shield 
program. It is clear that the EC will be watching closely as U.S. companies unveil their “self-
certification” programs. 

Don’t wait! Changes to software and policies can take time, as does training data centers and 
other staff. Preparation for self-certification is doable with the assistance of existing websites. 
Of course, there are attorneys who specialize in the GDPR and Privacy Shield, and their re-
sponsiveness to your business’ questions — at the right moment when you need it — may save 
you critical time and money. 

If you have customers, consultants and commenters in the EU, you have no choice but to act or 
expose yourself to liability. The IBM count-down clock continues as it counts down toward en-
forcement and fines. You won’t want to snooze on this one. 

* * * 

Fletcher, Heald & Hildreth knows U.S. data privacy and the GDPR. Our attorneys work closely 
with companies operating on the Internet to ensure compliance with the FTC’s Children’s 
Online Privacy Protection Act, the EU Data Protective Directive and now the GDPR. We audit 
client websites for compliance with online advertising and other privacy regulations, and regu-
larly assist with questions regarding the Telephone Consumer Protection Act. If you have any 
questions, please contact your attorney here at FHH or Kathy Kleiman, FHH Internet Counsel.  
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T he fight over the Open Internet (better known as net neutrality) continued last month 
with the Federal Communications Commission voting to reverse the 2015 Title II Or-

der, which reclassified broadband Internet access as a “telecommunications service.” This 
decision means that the Internet will return to its pre-2015 Title I “information service” 
classification (For a history of how we got to this point, read our past CommLaw posts 
here). Furthermore, the Commission’s Order removes much of the FCC’s oversight over the 
Internet, and reinstates shared jurisdiction with the Federal Trade Commission. 

However, it is obvious for anyone that has been following this fight that this battle is far 
from over. 

While Commissioners on both sides of the aisle said they were in favor of Internet freedom, 
they each had different definitions of what that means. In particular, the Republican and 
Democratic Commissioners expressed fundamental differences in defining the nature of 
that freedom and the Commission’s role in protecting such freedom. 

For Chairman Pai, Commissioner O’Rielly, and Commissioner Carr, Internet freedom 
means an open, market-based approach to the Internet marketplace not inhibited by so-
called burdensome regulations that have, as Chairman Pai put it, “…taken us in the oppo-
site direction from consumer preferences.” 

These three commissioners believe that the previous Open Internet regulations have hin-
dered investment in broadband infrastructure growth. And thus, Commissioners Pai, O’Ri-
elly, and Carr in their public comments all argued that rolling backing net neutrality rules 
was a pro for consumers and for businesses. 

Chairman Pai said that this change will remove regulations that he says constitute “heavy-
handed micromanagement” and that the 2015 decision subjected, “the Internet to utility-
style regulation designed in the 1930 to govern Ma Bell.” Commissioner Carr heralded the 
vote saying, “This is a great day for consumers, innovation, and for freedom.” 

In addressing the controversy over net neutrality, Carr also unequivocally rejected the no-
tion that the Commission was going to harm the Internet. 

As he said, 

No, the FCC is not ending the Internet. Or, as President Obama’s first Federal Trade Com-
mission Chairman recently put it, “the sky isn’t falling. Consumers will remain protected, 
and the Internet will flourish.” What we’re doing with today’s vote is reversing a two-year  
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old decision and returning to a tried-and-true regulatory framework—one that we know from 
our own experience works for consumers and for innovators. 

Commissioner O’Rielly was also a yes vote and in his comments said that the FCC was simply, 
“…reverting back to the highly successful bipartisan governmental approach that existed be-
fore.” 

On the other hand, Commissioners Clyburn and Rosenworcel vehemently dissented from the 
Commission’s ruling. For the two Democratic commissioners, Internet freedom means promot-
ing competition while protecting consumer interests. They believe that the provision of Internet 
access service needs some baseline regulations, primarily from the FCC and not the FTC, in or-
der to ensure that consumers are free to have equal access to the Internet, Internet content, and 
Internet speeds. Both Clyburn and Rosenworcel saw the rollback of net neutrality as an over-
reach by a Commission that they argue has not listened to the public. 

In her comments, Rosenworcel stated, 

So after erasing our net neutrality rules what is left? What recourse do consumers have? 
We’re told don’t worry, competition will save us. But the FCC’s own data show that our broad-
band markets are not competitive. Half of the households in this country have no choice of 
broadband provider. So if your broadband provider is blocking websites, you have no re-
course. You have nowhere to go. We’re told don’t worry, the Federal Trade Commission will 
save us. But the FTC is not the expert agency for communications. … But at the same time, the 
FCC all but clears the field with sweeping preemption of anything that resembles state or local 
consumer protection. 

Rosenworcel’s sentiments echoed those of Commissioner Clyburn who said, 

Reclassification of broadband will do more than wreak havoc on net neutrality. It will also 
undermine our universal service construct for years to come, something which the Order im-
plicitly acknowledges. It will undermine the Lifeline program. It will weaken our ability to 
support robust broadband infrastructure deployment. And what we will soon find out, is 
what a broadband market unencumbered by robust consumer protections will look like. I sus-
pect the result will not be pretty. 

In an already heated discussion, the net neutrality decision also sparked a discussion on the ac-
tual role of the agency. In Commissioner Clyburn’s strong dissent, she said that the FCC was 
soon to be “toothless” and is, 

 …handing the keys to the Internet – the Internet, one of the most remarkable, empowering, 
enabling inventions of our lifetime – over to a handful of multi-billion dollar corporations. 
And if past is prologue, those very same broadband Internet service providers,  
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that the majority says you should trust to do right by you, will put profits and 
shareholder returns above, what is best for you. 

Meanwhile, her Republican colleagues argued that they do not find that it is the role of the 
Commission to oversee the Internet. As Chairman Pai stated, “What I am saying is that the 
government shouldn’t be in the business of picking winners and losers in the Internet econo-
my,” he said. “We should have a level playing field and let consumers decide who prevails… It 
is time for us to return to the bipartisan regulatory framework under which the Internet 
flourished prior to 2015. It is time for us to restore Internet freedom.” 

This decision is also intended to restore the FTC’s ability to protect consumers from unfair 
and deceptive practices by Internet Service Providers online (we wrote about this back in 
2016). 

As readers know, the debate over net neutrality is far from over. There is no doubt that the 
Commission’s Order will be subject to court appeals. Furthermore, members of Congress say 
that they want to pass bi-partisan legislation on this matter. 

All that said, keep an eye on CommLaw Blog for future developments in this heated debate. 
In the meantime, take a look back at how we got here by catching up on our net neutrality 
posts of yesteryear.  
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A t CommLawBlog, we follow domain name issues closely. Unlike lightning, we find two 
recurring problems striking regularly. These problematic issues are: the failure to renew 

domain names and a continuing tendency to register valuable domain names in someone 
else’s name. While both may seem innocuous, they can cause major problems down the 
line.  Let’s took a look at the reasons why. 

1.  Failing to Renew Domain Names 

Failure to renew a domain name can cause your website to go down. The need to renew your 
domain names seems obvious and simple enough, but numerous companies and individuals 
have gotten famous for forgetting and letting domain names lapse, including Microsoft, Jeb 
Bush, the Dallas Cowboys, and, recently, Sorenson Communications. 
 
Last year, Sorenson Communications let a domain name lapse. It was SORENSON.COM 
which it used for providing access to its Video Relay Service (which Sorenson operated  
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under the brand name “SVRS”). The domain name expired, the website was inaccessible, 
and Sorenson’s customers could not receive or place video relay service, 911, and other calls 
during the outage. Sorenson’s SVRS customers lost their telecommunications relay services, 
which left individuals with hearing and speech disabilities without the ability to communi-
cate using a phone to call. Although Sorenson notified the FCC the morning the outage be-
gan, the domain name was not renewed – nor the website available — for another two days. 
Although the SVRS services were restored, the FCC was not amused by what it called at 
“preventable, internal operational failure.” 

Failure to renew a domain name can cause your website to go down. The need to renew your 
domain names seems obvious and simple enough, but numerous companies and individuals 
have gotten famous for forgetting and letting domain names lapse, including Microsoft, Jeb 
Bush, the Dallas Cowboys, and, recently, Sorenson Communications. 
 
Last year, Sorenson Communications let a domain name lapse. It was SORENSON.COM 
which it used for providing access to its Video Relay Service (which Sorenson operated un-
der the brand name “SVRS”). The domain name expired, the website was inaccessible, and 
Sorenson’s customers could not receive or place video relay service, 911, and other calls dur-
ing the outage. Sorenson’s SVRS customers lost their telecommunications relay services, 
which left individuals with hearing and speech disabilities without the ability to communi-
cate using a phone to call. Although Sorenson notified the FCC the morning the outage be-
gan, the domain name was not renewed – nor the website available — for another two days. 
Although the SVRS services were restored, the FCC was not amused by what it called at 
“preventable, internal operational failure.” 

In the FCC’s September Order, Sorenson agreed to “reimburse the TRS Fund the sum of 
$2,700,000, and pay a settlement to the United States Treasury in the amount of 
$252,000.” 

But it could have been worse. Sorenson was able to renew its expired domain name and 
reestablish its SVRS services quickly. Unfortunately for many domain name registrants, ex-
pired domain names are picked up by third parties using “domain drop catch” services 
which are designed to grab newly-expired domain names. It can be expensive and time-
consuming to regain your domain name once a third party has pounced on it. 

Accordingly, set your domain names to Auto Renewal. Whether you have registered 
your domain names for one year or ten years, you will probably forget when they expire (and 
inevitably the email reminder will be sent to your spam file). Auto-renewal service is found 
under various names for different domain name registrars, but it operates in the same man-
ner and allows you to post a credit card on file and automatically renew your company’s do-
main name(s) in case someone on staff forgets, avoiding unintended expiration. Even if you 
don’t actually want to renew the domain name, the cost of renewing the name – even to 
“park” it for the short term – pales in comparison to the expense of getting it back. 
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2.  Leaving Your Domain Names in Vendors’ Names 

A second problem that we are seeing is a tale as old as the commercial Internet: companies 
still are allowing the actual registration (and ownership) of valuable domain names, includ-
ing those corresponding to company names, acronyms, and call letters, their web designers 
and marketing firms. This arrangement works well as long as the business relationships are 
strong, but the moment there is strife, your company may find its website taken down, or 
worse, pointing to negative and derogatory material. 

With e-commerce online, communication online, and now FCC Broadcast licensee public 
inspection files online, it is critical to keep continuous control over your domain names and 
website material. 

Accordingly, ensure by contract that all domain names are registered to your 
company’s name in the first place or transferred to your company’s name im-
mediately after the website goes live. Thank your web designer or marketing firm for 
a great job, but insist that you have complete control of your domain names. For that own-
ership to take place, your company should be listed as the “Registrant” of the domain name 
and an appropriate individual or individuals in your company listed as the “administrative 
contact” and “technical contact” of the domain name. This information will then be listed in 
the globally-available WHOIS Database made available by your domain name registrar, and 
will help ensure that all decisions regarding the domain names, including renewal and 
transfer, are in your direct control. 
 

* * * 
 

Fletcher, Heald & Hildreth knows domain names. Our attorneys have helped write the rules 
for the global domain name system as part of the Internet Corporation for Assigned Names 
and Numbers and have successfully prosecuted and defended cybersquatting actions when 
there is a dispute over ownership of a particular domain name. We also audit client web-
sites for compliance with online advertising and privacy regulations, including the Chil-
dren’s Online Privacy Protection Act. If you have any questions, please contact your attor-
ney here at FHH or Kathy Kleiman, FHH Internet Counsel.  
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T he FCC proposed a fine of $25,000 against a manufacturer of fluorescent lighting fixtures. 

Wait a minute. Lighting fixtures? Well, sure, the FCC regulates radio transmitters. And 
digital devices, which produce radio waves as a by-product that can interfere with communica-
tions. But lighting fixtures? Will the bathroom plumbing be next? 

In fact fluorescent fixtures are a frequent source of radio interference. We reported on three 
such cases a few years ago, all making trouble for 4G providers in the 700 MHz band: this or-
der, this one, and this one. In those instances the FCC asked the occupants of premises that 
used the light fixtures to replace them. Although it is illegal to operate any device that causes 
radio interference, even a light fixture, the occupants were in no danger of fines or imprison-
ment if they cooperated. 

Everything is more complicated than it seems, even fluorescent lights. They all can malfunction 
in ways that cause interference, but one category poses a special risk: it intentionally generates 
radio-frequency energy to excite the gas in the tube and create light. This puts it in a class of 
devices the FCC calls “Industrial, Scientific, and Medical,” or ISM for short, which use radio 
waves to change the properties of materials – for example, by heating them. (Microwave ovens 
are also ISM devices.) The FCC has set aside certain frequency bands in which ISM equipment 
can produce unlimited amounts of power. The FCC nonetheless regulates these devices for 
their emissions outside the ISM bands. The procedures are not particularly onerous: testing, 
labeling and record retention, but no submissions to the FCC. The entire procedure is self-
administered. The FCC label indicates the device has been tested for compliance with the limits 
for radio-frequency emissions, which in turn means the device is unlikely to cause interference. 

Apparently, though, a manufacturer of lighting fixtures called Acuity Brands, Inc. did not get 
the memo. The FCC received reports of interference related to the company’s products and 
found they lacked the required labeling. The interference itself is not a rules violation, but the 
missing label is. The company compounded its problems by continuing to sell unlabeled units 
after hearing from the FCC. The result: a proposed fine of $25,000. Acuity can request a reduc-
tion or cancellation. 

Nowadays even devices that carry out the simplest functions may have the potential to cause 
radio interference, leading to trouble with the FCC. To avoid a fine, at the very least, manufac-
turers should find out whether their products require FCC procedures. Not knowing can be-
come expensive. 
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I f you’re a traditional landline user who grew up prank calling friends, you’re probably famil-
iar with the dialing code *67, which blocked the outgoing Caller ID information from being 

transmitted to the call recipient. But you probably didn’t know that, under one of the FCC’s 
privacy rules, your decision to block your Caller ID transmission also meant that the telephone 
companies were prohibited from disclosing that Caller ID information to just about anyone, 
including law enforcement. 

Overtime, a rule that was put in place to protect legitimate privacy interests (for example, call-
ers who sought to remain anonymous when seeking help with domestic abuse) has apparently 
been subject to increasing misuse. Threatening calls made with blocked Caller ID information 
that have targeted schools, religious organizations, and other entities has complicated law en-
forcement personnel efforts to access identifying information for the purposes of tracing and 
investigating those calls in a timely manner. Newly adopted FCC rules should fix that problem. 
 
In November, the FCC unanimously approved an Order that modifies its rules in a way that 
should help security and law enforcement personnel obtain quick access to blocked Caller ID 
information relating to threatening calls. The FCC has described the modifications in the Order 
as an exemption to the Caller ID privacy rules designed to promote public safety. This is also a 
shift from the FCC’s previous rule that generally prohibited telephone companies from reveal-
ing blocked Caller ID information. 

So, what does this exemption entail? Telecommunications carriers will be required to disclose 
blocked Caller ID information only when law enforcement personnel request it while investi-
gating a “threatening call.” Specifically, a “threatening call” is defined as “any call that conveys 
an emergency involving danger of death or serious physical injury to any person requiring dis-
closure without delay of information relating to the emergency.” This definition aligns with the 
standard set in the Electronic Communications Privacy Act (ECPA). 

The new rules limit the sharing of blocked Caller ID information to law enforcement personnel 
and, as directed by law enforcement, others who are responsible for the safety and security of 
the threatened party. The FCC explained that, “we limited the disclosure of the blocked caller 
ID information to prevent abuse, and to protect the privacy interests of parties who may block 
their Caller ID for valid privacy interest, such as domestic violence victims.” 

Prior to adopting the new rules, the FCC had granted limited, case-by-case waivers of the Call-
er ID privacy restrictions in extenuating circumstances where the requesting parties demon-
strated that a waiver would serve the public interest. 

While this Order and the new rules eliminate the need for such waivers, the FCC will continue 
to apply the same conditions that were attached to the waivers, as follows: 

(Continued on page 16) 
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1) the calling party number (CPN) on incoming restricted calls may not 
be passed on to the line called; 

2) any system used to record CPN must be operated in a secure way, 
limiting access to designated telecommunications and security person-
nel, as directed by law enforcement; 

3) telecommunications and security personnel, as directed by law en-
forcement, may access restricted CPN data only when investigating calls 
involving danger of death or serious physical injury to any person re-
quiring disclosure — without delay of information relating to the emer-
gency — , and shall document that access as part of the investigative re-
port; 

4) carriers transmitting restricted CPN information must take reasona-
ble measures to ensure the security of such communications; 

5) CPN information must be destroyed in a secure manner after a rea-
sonable retention period; and 

6) any violation of these conditions must be reported promptly to the 
Commission. 

Finally, the Order also adopted rule changes providing an exemption to 
“non-public” emergency services allowing those services to obtain 
blocked Caller ID information of persons calling for assistance. 

As the FCC explained, an emergency caller to either a public (e.g., poi-
son control) or non-public emergency assistance service (e.g., a private 
ambulance service) may not always remember or know how to disable 
Caller ID blocking (if it was previously enabled), and these callers would 
presumably want to be contacted or located using their phone number 
in order to receive further assistance. Consistent with past FCC waivers, 
entities providing non-public emergency services must still be licensed 
by a state or municipality to provide such services in order to qualify for 
the new exemption.  
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T he Federal Communications Commission took a very tiny step toward eliminating un-
necessary obstacles to the installation of communications facilities on existing structures 

without triggering historic review obligations. For the last year, the FCC has been reviewing 
the various regulatory obstacles that are hindering, delaying, and making more expensive 
the process of establishing new cell sites. The need for reform in this area is widely acknowl-
edged to be increasingly urgent since 5G technology will require the installation of thou-
sands, or even hundreds of thousands, of small cell locations in the next five years. Both 
large and small cells are currently covered by onerous environmental and historical review. 
These obligations require archeological excavations, extensive (and expensive) consultation 
with Indian tribes, and other machinations to ensure that no historical or tribal artifacts will 
be affected by the installation of a new communications facility on an existing telephone 
pole, a building, a treehouse, or other structure. 

The FCC has somewhat dubiously declared that installation of communications facilities in, 
or on any new or existing structure (with a few exceptions), constitutes a “federal undertak-
ing” that triggers review obligations under historic preservation laws. It is now, to its credit, 
taking steps to ameliorate the significant adverse effects of subjecting virtually all communi-
cations installations to these procedures. 

The FCC in a 2014 Order eliminated, or severely circumscribed, the circumstances where 
historic review is required for small, unobtrusive installations in or on existing structures. It 
then opened a wider inquiry into the entire gamut of municipal, tribal and historical obsta-
cles to prompt cell site construction. The comment cycle in that Docket has been closed since 
the summer, so a decision on those matters may be out as early as the first quarter of next 
year. In the meantime, on Nov. 15, the Commission adopted a brief Order dealing with the 
low-hanging fruit of that policy review. 

The current rules provide that replacement of an existing utility pole that has not gone 
through the historic review process triggers a full historic/tribal/environmental review if the 
new structure is going to hold a small wireless transmitter. Since these would normally be 
economical and natural places to install small 5G facilities, the need for a burdensome re-
view posed a needless obstacle to using such replacement poles. The FCC made the realistic 
determination that simply replacing an existing pole with no new disturbance of the ground 
was unlikely to create any new threat to protected sites. The FCC did grudgingly allow the 
replacement poles to be up to 10 percent taller than the original pole, but no new ground can 
be disturbed (a difficult proposition for the poor soul who must install a new pole in the 
ground without enlarging  — even by a scintilla  —  the hole in which the pole is  fixed). One 
thinks uncomfortably of Portia reminding Shylock, in Shakespeare’s  

(Continued on page 18) 
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The Merchant of Venice, that while he may freely remove his pound of flesh from Antonio, 
he may not take even one molecule more than that or face imprisonment. 

The new pole also must be similar in “quality and appearance” to the old pole. Presumably, 
lots of weathered campaign posters, lost pet notices, and garage sale signs will have to be af-
fixed to the new pole to recreate the historical ambiance of the old one. 

So while the new rule does grant some relief in a subset of sites where 5G facilities could ide-
ally be situated, the highly circumscribed limits of the relief show just how difficult it is to 
escape the pervasive reach of the historic preservation laws once something is deemed a 
“federal undertaking.” Hopefully, for the wireless and tower industry, broader relief is on the 
way. 
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O n Oct. 24, 2017, the Federal Communications Commission released a Report and Order 
in which the agency reduced the reporting requirements (found under Section 43.62 of 

the FCC’s rules) for providers of U.S.-international telecommunications services. Specifically, 
the FCC eliminated the annual international Traffic and Revenue Reports and streamlined the 
Circuit Capacity Report filing requirements. 

The Oct. 24 decision is the culmination of several years of FCC efforts to reduce reporting obli-
gations for providers of international services. 

Long-time readers of our blog may recall that we reported on FCC reductions to international 
reporting obligations back in 2013 – but those efforts also resulted in the implementation of 
new reporting obligations. In May of this year, we covered the FCC’s kick-off to its latest pro-
posal to reduce Section 43.62’s reporting requirements, starting with a temporary waiver of 
the International Traffic and Revenue Report requirement for 2017 and culminating in the 
FCC’s release of the Oct. 24 Report and Order granting more permanent relief. 
 
So what does this new reduction in reporting requirements all mean? Let’s dig in. 
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Elimination of Traffic and Revenue Data Reports 

The FCC eliminated the traffic and revenue data reporting requirement on the grounds that 
the collection of such information was no longer necessary to ensuring competition among 
U.S.-international carriers. Instead, the FCC will now rely upon targeted revenue and traffic 
data requests to specific international service providers – as well as third-party commercial 
data sources – to monitor competition among such providers. 

The FCC, however, will require international carriers to submit a one-time report detailing the 
routes on which carriers have direct termination agreements with carriers in foreign destina-
tions. Carriers with existing direct termination agreements must submit their list of such 
agreements within 30 days after the FCC’s International Bureau releases a public notice detail-
ing the filing procedures for such lists. New carriers or carriers without existing direct termina-
tion agreements, must submit their lists within 30 days of entering into such agreements with 
a foreign carrier. Going forward, all international carriers will be required to update their di-
rect termination agreement lists within 30 days of executing a new or discontinuing a previ-
ously listed termination arrangement. 

Streamlining of Circuit Capacity Reports 

The FCC concluded that Circuit Capacity Reports remained necessary for the Commission to 
monitor competition, national security, and public safety, but only with respect to submarine 
cables. Consequently, the FCC eliminated international circuit capacity reporting requirements 
for terrestrial and satellite facilities. According to the Report and Order, such information was 
only required for purposes of administering FCC regulatory fees, and the Commission noted 
that a pending proceeding was exploring more efficient and less burdensome methodologies 
for assessing regulatory fees for terrestrial and satellite international bearer circuits. 

Finally, the FCC directed the International Bureau to revise the Circuit Capacity Report’s filing 
manual to implement necessary modifications to the report. Accordingly, the Commission del-
egated authority to the Bureau to delay as necessary the Circuit Capacity Report’s March 31, 
2018, deadline until the issuance of a new filing manual by the Bureau. 

Implementation of New Rules 

The new rules became effective on Dec. 21, 2017 – 30 days after publication of the Re-
port and Order in the Federal Register on November 21, 2017.  However, as many of 
the Report and Order’s rule changes involve information collections that require the 
approval of the Office of Management and Budget (OMB) under the Paperwork Reduc-
tion Act (PRA), many of the new rules will not become effective until notice of OMB 
approval is published in the Federal Register. Be sure to check CommLaw Blog for  
updates on the status of OMB approval. 
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