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A

new administration always brings many questions
from clients about how their FCC issues may be
impacted. A Trump presidency brings even more questions than usual, because his campaign did not set out
detailed proposals on telecommunications and spectrum policy.
While much speculation brews inside the Beltway, this
is what we can say for sure:




The FCC is an independent federal agency. That
means that it is not a cabinet agency and, at least
theoretically, is independent of the president’s control. (The White House sets its telecommunications
policies through the Department of Commerce’s
National Telecommunications and Information
Administration.) But President Trump will select
the new FCC Chairman and his party will hold a
majority of the five Commissioner positions. Those
selections will dictate the tone of the Commission’s
activities, if not the specific policies.
It will take time to get a new FCC Chairman. Based
on recent history, we doubt that a new FCC Chairman will be nominated and confirmed until late
spring or early summer. While the lack of information from the Trump campaign does not mean
that no one has thought about possible nominees
(and certainly there are plenty of Republicans itching to push their favorite nominee), FCC appointments are not highest on a new president’s to-do
list. Meanwhile, the most senior Republican, Ajit
Pai, likely will become Acting Chairman after the
inauguration.
(Continued on page 11)
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O

n December 1st, the FCC’s September 30th Report
and Order modifying its foreign ownership rules
was published in the Federal Register. Many of those
rule changes will go into effect on January 30, 2017.
However, some rule changes regarding “information
collections” (i.e., filings with the Commission) still require further OMB approval, and will become effective
at a later date. Although the Report and Order principally extended the streamlined waiver procedures for
exceeding the statutory limits on foreign ownership to
broadcasters, the decision also modified these procedures for common carriers as well.
Sections 310(b)(3) and 310(b)(4) of the Communications Act respectively prohibit foreign ownership interest from exceeding 20% directly and 25% indirectly.
However, the Commission has long permitted these foreign investment limitations to be waived on a case-bycase basis by filing a petition for declaratory ruling before direct or indirect foreign ownership exceeds the
applicable statutory threshold. Over time, the FCC
gradually loosened Sections 310(b)(3) and 310(b)(4)’s
foreign ownership restrictions – including the adoption
of streamlined Section 310(b)(4) waiver procedures in
2013 for common carrier licensees.
Building off these past initiatives, through the Report
and Order the Commission: (1) adopted a new approach to assess a common carrier and broadcast licensee’s compliance with the foreign ownership limits in
Sections 310(b)(3) and 310(b)(4) of the Act; (2) affirmed that all licensees and their U.S. parent companies were required to monitor foreign ownership levels
on an ongoing basis; and (3) provided a narrow posthoc approval process for foreign ownership interests.
(Continued on page 10)
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A Hotly Contested Proceeding Expands the Commission’s Regulatory Authority,
But Will Likely End Up in Court

FCC Enacts Rigorous New Internet and
Telecommunications Privacy Rules
By Paul J. Feldman
feldman@fhhlaw.com
703-812-0403

(Editor’s note: Though some of the new rules are due to take effect January 3 it is unclear whether or for how long
they will stay in effect once the new administration comes into power.)

A

fter a massive Notice of Proposed Rulemaking, extensive and contentious advocacy from all sides, and public
revision of its own proposals, the FCC approved an Order enacting rules that impose a wide range of new regulations on Internet service providers (“ISPs”) in their provision of broadband Internet access service
(“BIAS”). These new rules may significantly impact both the operations and the business models of ISPs, and shift
the business dynamics of the Internet ecosystem. The new rules will also apply to provision of voice services, and
will impact carriers’ use of call-detail record information. However, a court challenge to the new rules seems likely
given their potential impact on the business of the Internet and ISP operations, under the theory that the FCC has
exceeded its regulatory authority.
The FCC’s new rules focus on three aspects of BIAS-related privacy: (1) ISP provision of notice to consumers with
respect to how they seek to use and share their customers’ private/proprietary information (“PI”); (2) customer
choice and consent to those uses of their PI; and (3) secure data protection by ISPs of that information.

FLETCHER, HEALD & HILDRETH

The new rules require that mobile and fixed ISPs:

 Notify customers about the types of information the ISP collects about
them: specifying how and for what purposes the ISP uses and shares this information; identifying the types of entities with which the ISP shares this information; and obtaining different levels of consent from customers before
using certain types of PI.

 May not make “take it or leave it offers” whereby customers must consent to
the ISP’s use and sharing of certain information with other parties as a condition of service; and ISPs must use “enhanced disclosure” to consumers for
plans that provide discounts or other incentives in exchange for a consumer’s
opt-in consent to expanded use and sharing of their PI (“Pay for Privacy”).
The Commission will determine on a case-by-case basis the “legitimacy” of
programs that relate service price to privacy protections.

 Must strengthen their data security to enhance protection of customer
information and must notify customers (within 30 days), the FCC and, in
some cases, the FBI/Secret Service (within 7 business days) after reasonable
determination of the breach.
Notice of ISP PI Collection, Sharing and Other Privacy Policies
In order to ensure that customers receive timely and “persistent” notice of privacy policies, the new rules require that an ISP’s PI collection, sharing and other
privacy policies must be made available to prospective customers at the point of
sale and prior to the purchase of BIAS, whether such purchase is being made in
person, online, over the telephone. ISPs cannot rely solely on website posting of
privacy policies. In addition, ISPs must update customers when privacy policies
are changed, and the policies must be made persistently available through: (a) a
link on the ISP’s homepage and (b) the ISP’s mobile application. The FCC’s Order also directs the Commission’s Consumer Advisory Committee to develop a
proposed standardized privacy notice format that is voluntary and would serve
as a “safe-harbor” for those providers who choose to adopt it.
(Continued on page 13)
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New rules set stage for next phase of UAS operation in U.S. skies

FAA Adopts Operating Rules for Commercial UAS Use
Jonathan Markman
markman@fhhlaw.com
703-812-0400

Laura Stefani
stefani@fhhlaw.com
703-812-0450

T

he wait is over: nine months after a Congressionally-mandated deadline, the FAA issued rules for the commercial operation of small unmanned aircraft systems (UAS, known familiarly as “drones”) in the U.S. National
Airspace System (NAS). The Order – which officially became effective as of August 29, 2016 – adds a new Part 107
to the FAA’s regulations to “allow for routine civil operation of small UAS in the NAS and to provide safety rules for
those operations.” The following is a brief summary of Part 107’s requirements. (Important caveat: The new rules do
not apply to either (a) the increasingly ubiquitous, noncommercial, hobbyist UAS users or (b) large UAS (i.e., UAS
weighing 55 pounds or more). They also do not apply to UAS owned and operated by federal, state or local governments, as long as their use is not “commercial”.)
Many readers may recall that last year the FAA adopted a process – known as the Section 333 Exemption process –
to serve as an interim means for regulating commercial UAS use while the new rules were being developed. The new
Part 107 constitutes those new rules. As a result, for the most part, the Section 333 Exemption process is no longer
necessary. BUT, as discussed below, 333 authorizations remain in effect for their duration, and Part 107 provides for
waivers similar to the Section 333 Exemption process. And, of course, under Section 333, the FAA can continue to
grant permission to even more expansive operations if it so chooses
Under Part 107, those who wish to use UAS commercially will need to: (a) meet a long list of operating requirements
that mirror the requirements imposed in the Section 333 Exemptions; (b) use a pilot holding a new authorization
dubbed a “Remote Pilot in Command” certificate; and (c) register and mark their aircraft.
Operating Restrictions. As many observers had anticipated, the FAA has preserved in Part 107 many of the limits imposed through Section 333 Exemptions. For example, small commercial UAS will still be required to
operate below 400 feet. Their pilots will still have to maintain visual
line-of-sight (VLOS). And they
Rather than require the Remote
cannot operate over people who are
not directly involved in the flight
Pilot in Command to have the
operation and not under a covered
structure. (You can find more desame kind of license required of
tails about operating limits imposed
by Section 333 Exemptions in our
manned-aircraft pilots, the FAA tions will differ from Section 333
previous posts.) But Part 107 operahas created an alternate
Exemptions in notable ways, permitting:

airman’s certificate for UAS



Transporting property, subject to
a number of limitations. The
operations.
transport must occur wholly
within the bounds of a state. The
UAS performing the transport
cannot be piloted from a moving
vehicle (except in “sparsely populated” areas) and cannot carry any
hazardous materials. And the FAA has made clear that it will not be offering waivers of the “visual line of sight”
rules (more on waivers below) when the transportation of property is involved. Additionally, it’s worth noting
again that the new rules apply only to small UAS, i.e., aircraft that weigh less than 55 pounds including any
property or package being transported.



“Civil twilight” operations, i.e., flights beginning a half-hour before official sunrise and lasting up to a half-hour
after official sunset.



Operation from a moving vehicle, but only in “sparsely populated” areas. While that should greatly expand the
possible range of operations for flights in such areas, bear in mind that the term “sparsely populated” is not defined in the FAA’s rules. Instead, it is “fact-dependent” on the population density, proximity of buildings, congestion and the like within the UAS’s flight path.

Pilot Requirements. Perhaps one of the biggest hurdles facing would-be commercial UAS operators has been the
requirement that a licensed pilot control the UAS. Having to hire a pilot licensed for manned aircraft to handle the
controls has been a disincentive. No longer. The FAA has created a new crewmember position – “Remote Pilot in
Command” – for Part 107 operations. Each small UAS flying pursuant to Part 107 will have to be under the command of a Remote Pilot in Command before and during the flight; he or she will have final authority, and responsi(Continued on page 4)
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(FAA Rules for UAS Use - Continued from page 3)

bility, for the operation.
Rather than require the Remote Pilot in Command to have the same kind of license required of mannedaircraft pilots, the FAA has created an alternate airman’s certificate for UAS operations. The new certification – a
“remote pilot certificate with a small UAS rating” – will be easier to obtain than, and won’t require the same
knowledge as, certificates for manned flights. The basic qualifications for the new certificate are relatively simple:
UAS pilots will have to be at least 16 years old and be able to speak, read, write and understand English.
There will be two separate paths to certification, one for those without any prior pilot certification and one for pilots
already certified under the FAA’s standard (Part 61) processes. Would-be UAS pilots starting from scratch will need
to pass a TSA background check and an aeronautical knowledge test covering a wide range of flight-related areas
(including, among several others, applicable UAS regulations, equipment maintenance, the effects of weather on
UAS, airport rules and emergency procedures). Pilots who already hold Part 61 certificates (a universe extending
from commercial pilots all the way to recreational pilots) will still have to obtain a remote pilot certificate with a
small UAS rating, but that will require only either an online course on UAS rules and principles or a demonstration of
proficiency via a test.
Registration/Marking Requirements. Requirements for registering and marking your UAS remain the same
as under the Section 333 Exemption process: all commercial UAS (and, for that matter, hobbyist UAS) must be registered with the FAA. In December 2015, the FAA opened its online registration system to hobbyist users (hobbyists
had not previously been required to register) and then expanded the system in March of this year to include commercial users (who had previously been required to use an old school paper-based registration system). The new rules
don’t do anything to change that
system.
The same is true of the marking
craft, which are required to keep a
times, UAS don’t really have the
(such as the full operating manuto display their registration numdone, according to the FAA, using
engraving, as long as the number
ing routine handling and all opercessible and legible upon close
internally, such as in a battery

By providing for waiver requests
that may allow operations beyondline-of-sight and other currentlyprohibited operations, the FAA has
afforded a wide range of industries
the opportunity to take advantage of
the many capabilities that small
UAS offer going forward.

requirements: unlike manned airseries of documents onboard at all
space or need for most of them
al). But operators are still required
ber on their UAS. This can be
“a permanent marker, label, or
remains affixed to the aircraft durating conditions and is readily acinspection.” You can also write it
compartment.

With the new rules now in place,
what becomes of authorizations
issued pursuant to the Section
333 Exemption process? Those
authorizations were issued on a
case-by-case basis, with each applicant demonstrating (among other things) how it intended to use UAS. In some cases, the resulting authorization
permitted operations beyond what are now permitted under the new Part 107 rules. All of the Section 333 Exemption
authorizations had their own expiration dates.
Going forward, operators holding Section 333 Exemption authorizations may continue to operate pursuant to them,
at least until they expire. That may be desirable in situations where the outstanding authorization permits operations
otherwise barred by the new rules; it may also be desirable to operators who would prefer not to take the time just
now for their pilots to get a remote pilot certificates with small UAS rating. Alternatively, Section 333 Exemption
holders can choose to operate pursuant to the Part 107 rules.
One particularly interesting aspect of the new rules is a set of provisions (gathered in new Subpart D of Part 107) specifically inviting requests for waivers of various operating requirements. The new Part 107 rules are intended to integrate the lowest-risk UAS operations into the NAS as quickly as possible. But the FAA recognizes that the UAS universe is developing rapidly, and higher-risk operations outside the scope of the new rules may prove both safe and
useful. To encourage such operations – and also in the interest of gathering data that can inform future rulemaking –
the FAA is inviting, perhaps even encouraging, the submission of requests for “certificates of waiver”.
Such waivers will be available with respect to any of nine of the new Part 107 operating requirements. The nine waivable rules are listed in Section 107.205; they include non-line-of-sight operations (except for flights transporting
(Continued on page 5)
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Some 5G Rules Take
Effect Soon
Mitchell Lazarus
lazarus@fhhlaw.com
703-812-0440

Making Your Airport Great
Again: FCC Waiver Allows
Updated Body Scanners

Laura Stefani
stefani@fhhlaw.com
703-812-0450

L

ast July we reported on the FCC’s progress toward
future wireless “5G” technologies, which promise
blindingly fast data speeds.
The rules adopted then are now slated to take effect on
December 14, except for those on satellite earth stations in the 27.5-28.35 and 37.5-40 GHz bands, and on
5G provider cybersecurity requirements. Because these
contain new requirements for information collection,
they must await approval by the Office of Management
and Budget.
The document that adopted these rules also included a
Further Notice of Proposed Rulemaking. Comments
and reply comments now have been filed in response
to that FNPRM. Among the many issues raised …



Some parties want to open up the 71-76/81-86
GHz bands to unlicensed use, perhaps indoor-only,
and some want to expand use of 92-95 GHz, perhaps
also for outdoor use.



Another key question – whether the Commission
should adopt SAS database requirements (similar to
the super-charged database control system that the
Commission adopted for the 3.5 GHz band) for operations in the 71-76/81-86 GHz bands – did not receive
much support.
While equipment and chip manufacturers are eager to
finalize designs and business plans based on these new
proposals, the Commission may not move quickly given the upcoming change in administration.

Laura Stefani
stefani@fhhlaw.com
703-812-0450

W

e reported earlier this year that the FCC was seeking comment on a waiver request to allow certification of an updated, wider-band version of airport body
scanners, ones that will meet new TSA standards. That
waiver, which was not opposed, now has been granted,
allowing L‑3 Communications Security and Detection Systems to obtain equipment certification for its new technology.
[Blogmeister’s Note: FHH represented clients in this
matter.]
(FAA Rules for UAS Use — Continued from page 4)

property), operating from a moving vehicle, and
operating over people. Waiver applicants will
have to provide a detailed description of the
proposed operation and a demonstration that the operation can be conducted safely. In other words, having just
adopted a laundry list of UAS operating rules, the FAA is
opening the door for innovators to operate outside those
rules. It’s not quite the system described by Barbossa in
Pirates of the Caribbean (where certain provisions of the
supposed pirates’ code were “more what you’d call
‘guidelines’ than actual rules”), but it may prove to be the
next best thing.
The Section 333 Exemption process enabled the FAA to
see (and analyze the implications of) each new commercial
use for UAS – because each applicant for an exemption
had to describe in detail how it planned to use UAS. But
now, with Part 107 rules permitting UAS operation without any prior description or registration of the use, the
FAA won’t have that easy access to how UAS are being
used by U.S. businesses. The waiver process adopted by
the FAA should help fill that gap, and keep the FAA
abreast of what’s going on at the cutting edge of the UAS
world. And that, in turn, should give the FAA a sense of
where its rules should go in the future. In that regard, the
waiver process will complement the FAA’s Focus Area
Pathfinder Initiative, a program in which the FAA, along
with industry partners, is exploring incremental expansion
of UAS operation in the NAS in a number of “focus areas”.
Those areas include UAS operations over populated areas
(particularly for newsgathering), operation outside direct
line of sight in rural areas (for, e.g., improved agricultural
operations), and beyond visual line-of-sight operations in
rural/isolated areas (for, e.g., inspection of rail system
infrastructure).
(Continued on page 11)
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Employers (and some Employees) Thankful as Federal
Court Stays New Overtime Laws
By Kevin M. Goldberg
goldberg@fhhlaw.com
703-812-0462

F

or the past few months, business owners have been frantically preparing for a major change in the Department
of Labor (DOL) regulations implementing the Fair Labor Standards Act (FLSA) which would greatly increase
the number of employees eligible to receive overtime pay for work in excess of 40 hour per week. These changes
were due to become effective Thursday, December 1. However, business owners are now giving thanks to a Judge
Amos Mazzant of the United States District Court for the Eastern District of Texas, who has issued a permanent injunction staying the effectiveness of the changes.
To emphasize: these changes did not go into effect on December 1; employers do not need to reclassify employees in response to the changes. What remains to be seen is whether these rules are implemented
at all, given the upcoming presidential transition and the clear opposition of House and Senate Republicans to the
changes.
I discussed these changes in two different posts earlier this year, both pre-and and post-approval. The latter, in particular, explained the effect the new rules would have on companies, especially with regard to journalists, who rarely
adhere to a conventional 40 hour workweek.
The new rules, published in the Federal Register on May 23, 2016 with an effective date of December 1, contained
several changes. But the biggest was
clearly the new minimum threshold
for the “salary level” portion of the
test to determine whether an emWhat remains to be seen is
ployee is exempt or non-exempt for
purposes of receive overtime pay.
Under the new rules, the minimum
whether these Fair Labor
salary necessary to exempt someone
from overtime pay would increase
from $23,660 per year ($455 per
Standards Act changes are imweek) to $47,476 per year ($913 per
week). Anyone making under that
plemented at all, given the upamount would automatically be eligible for overtime pay for every
coming presidential transition
hour worked beyond 40 in a single
week. The change was estimated to
and the clear opposition of
move 4.1 million employees from
“exempt” to “non-exempt”, while
House and Senate Republicans
another 100,000 or so were likely to
receive a salary increase, according
to the changes.
to the Department of Labor. This
salary threshold would be readjusted every three years going forward,
to equate to the 40th percentile of
salaried workers around the country.
Opposition with swift and widespread. Two bills were introduced in Congress:


HR 6094, the Regulatory Relief for Small Businesses, Schools, and Nonprofits Act, would delay implementation
for 6 months (until June 1, 2017). It passed the House of Representatives by vote of 246-177 on September 28
(Mainly a party line vote but with 5 Democrats voting in favor). There is a companion bill in the Senate (S
3462).



S. 3464, the Overtime Reform and Review Act, would phase-in the DOL’s new salary threshold in four stages
over five years, with an increase to $36,000 on December 1, a “pause year” in 2017 and further salary increases
each year thereafter until reaching the new rule’s new threshold of $47,476 on December 1, 2020.

More important for our purposes, two lawsuits were filed, both in the United States District Court for the Eastern
District of Texas. They are:



State of Nevada et al v. United States Department of Labor et al (filed by 21 state attorney generals).



Plano Chamber of Commerce et al v. Perez et al (filed by 50 business groups including U.S. Chamber of Commerce, several State Chambers of Commerce, the National Association of Manufacturers, the National Retail
Federation, National Automobile Dealers Association, and the National Federation of Independent Business).
(Continued on page 7)
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(Overtime Laws - Continued from page 6)

These were quickly consolidated into a single lawsuit (for the record, the case is going forward as State of
Nevada et al v. United States Department of Labor et al) and the court began consideration of an Emergency Motion for Preliminary Injunction filed by the plaintiffs in an effort to stay implementation of the rules. On November
22, Judge Mazzant granted that Motion for Preliminary Injunction, holding that:


The plaintiffs are likely to ultimately win this case on the merits because imposing these new rules on state and
local government agencies is likely to violate the 10th Amendment to the United States Constitution (which
many people refer to as the amendment protecting “state’s rights”). This is due, in part, to the fact that the
higher salary threshold creates an “evaluation ‘based on salary alone’” rather than really looking at what is an
executive, administrative or professional employee. It is also because the automatic updating mechanism involves periodic adjustments to rules without a notice and comment period.



This is likely to result in irreparable harm to the state plaintiffs. This harm goes beyond a simple financial injury. For many states, the increase – which will range into the millions of dollars – will be impossible given state
budgetary constraints.



The “balance of hardliminary injunction.
various hardships that
harm” if the rules are
while the federal governtrue hardship that would



The public interest favors
for disruption of state
layoffs and disruption of
weighs the benefits that
workers around the

50 business groups including U.S. Chamber of Commerce, several State Chambers
of Commerce, the National Association of
Manufacturers, the National Retail Federation, National Automobile Dealers Association, and the National Federation of Independent Business filed lawsuits protesting
changes to the Fair Labor Standards Act.

ships” favors granting a preWhile the states identified
rise to the level of “irreparable
implemented on December 1
ment could not articulate a
result from a stay.
a stay because the potential
budgets, resulting in possible
government functions outmight accrue to 4.2 million
country.

Judge Mazzant, noted that “[d]ue to the approaching effective date of the Final Rule, the Court’s ability to render a
meaningful decision on the merits is in jeopardy. A preliminary injunction preserves the status quo while the Court
determines the Department’s authority to make the Final Rules as well as the Final Rules’ validity.” While the DOL
argued that the injunction should apply narrowly, only in those states demonstrating evidence of irreparable harm,
Judge Mazzant is applying the injunction nationwide.
While many of our readers will certainly welcome this injunction, we caution against dropping all preparations for
an eventual change. This is a preliminary injunction, meaning the rules are simply stayed pending the entire trial. Yes, that trial may take several months but the end result could be that these very rules go into effect in 2017 or
2018. (To the extent you have already changes employees’ statuses in response to the rules, it might be hard to do
an immediate reversal – you should absolutely consult with an experienced employment attorney — and now is a
good time to remind you that we are not employment attorneys).
We can’t ignore that a big change has occurred since these changes were announced – indeed, since these lawsuits
were filed. These changes were a priority for President Obama; there is every indication that his successor opposes
the changes and that the new rules were already being targeted for repeal. The fact that the House had passed HR
6094 was largely irrelevant given that the 246-177 tally amounted to only 58% in favor, short of the 2/3 needed to
override a likely Presidential veto. The change in Administration increases the prospects for HR 6094 and, in fact,
introduction and passage of legislation to fully repeal the changes, which could certainly happen before the court
case is finished.
Of course, nothing is certain. It would be foolish to assume this means the rules will be scrapped altogether. My
advice for those who were dreading these new rules (and remember: this shouldn’t be considered legal advice): hope for the best but continue to prepare for the worst.
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$202k fine reduced to $40k … but there’s a catch.

FCC Works its Will on the WISP, Part II:
Sentence Suspended, Somewhat
By Mitchell Lazarus
lazarus@fhhlaw.com
703-812-0440

T

hree years ago – doesn’t the time just fly? – we told you about Towerstream, a wireless Internet service
provider (WISP) whose transmitters had caused interference to airport weather radars. The FCC proposed a fine of $202,000, apparently in keeping with its rumored policy of “jacking up the fines till we get
their attention.”
Towerstream has since negotiated a consent decree with the FCC that knocked the fine down to a more
manageable $40,000. The company has also committed itself to a compliance monitoring program. Case
closed … we hope.
Towerstream hopes so, too. Because the FCC put a spring-loaded trap into the consent decree. The
$162,000 the FCC took off the original fine did not go away. It became a “suspended penalty” that Towerstream will owe if it causes the
same kind of interference within
three years – in addition, no doubt, to
whatever separate fine the FCC
will impose for the new interference.

The FCC put a spring-

The FCC has applied these suspended
penalties only a few times before,
loaded trap into the
all of them this year. (See one such
case here.) We are guessing they
consent decree.
are now a standard feature of the
FCC’s consent decree template,
along with another recent change that
eliminated the defendant’s chance
to pay the fine – then dubbed a
“voluntary contribution” – without
admitting guilt. Now the fine is a “civil penalty,” the defendant has to admit the violation, and a large balance remains as an overhanging threat for years.
Old-timers like to talk about the days when the FCC’s enforcement goal was not to make money, but to
quickly fix potentially dangerous violations and avoid new ones. Things were different then, they say –
companies voluntarily came forward to disclose their mistakes and seek the FCC’s help in making them
right, knowing their public-spirited behavior was unlikely to incur a penalty. Some say that companies now
have become more concerned about hiding problems from the FCC than in rectifying them.
Of course the old-timers all generalize too much, and love to romanticize the past with made-up stories
about the times when they were young, except the part about walking five miles to school through the
snow, uphill both ways – that’s all true.

Holiday Schedule Reminder
Fletcher, Heald & Hildreth, P.L.C.
will be officially closed on
December 26 and January 2.
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Many FCC forms completed on a “routine” basis may need extra attention.

Six-Figure Fine for Failing to Focus on
Former Felonies
By Laura Stefani
stefani@fhhlaw.com
703-812-0450

A

nyone who fills in pretty much any FCC form should be familiar with the certifications required
by those forms. Anyone who “signs” an FCC form (whether electronically or otherwise) must be
familiar with them; more importantly, the signatory must be sure that the certification being made is
accurate. Failure to do so can be a pricey mistake.
One common certification, for example, asks the licensee or applicant to verify that it hasn’t engaged
in certain types of misconduct that might disqualify the licensee/applicant from holding an FCC license. For example, FCC Form 603, used for the assignment of wireless licenses, requires the proposed buyer/assignee to answer basic qualification questions, such as the following:
Has the Assignee/Transferee or any party to this application had any FCC station authorization, license or construction permit revoked or had any application for an initial, modification or renewal of
FCC station authorization, license, or construction permit denied by the Commission?
Has any court finally adjudged the Assignee/Transferee, or any party directly or indirectly controlling
the Assignee/
Transferee guilty of unlawfully monopolizing or attempting unlawAny licensee, applicant or other party sub- radio communication,
fully to monopolize
ject to the FCC’s jurisdiction must look un- through control of manudirectly or indirectly,
der the covers and in the closets throughfacture or sale of radio apparatus, exclusive
traffic arrangement,
or any other means or
out their corporate structure to ensure
unfair methods of
competition?
that there is no missing information that

would be pertinent to certifying that re-

Similarly, all FCC
applications require an
sponses to the FCC are true and accurate.
“Anti-Drug Abuse
Act Certification,” indicating that the applicant is not “subject to
denial of federal benefits pursuant to Section
5301 of the Anti-Drug Abuse Act of 1988, 21 U.S.C. Section 862.” And, of importance to the Siemens
Corporation, Question 50 to Form 601, which is used for applications for wireless licenses, asks
whether “the Applicant or any party to this application, or any party directly or indirectly controlling
the Applicant [has] ever been convicted of a felony by any state or federal court?”
Thanks to the fine-print-legalese nature of these certifications, it can be tempting not to bother to pay
much attention to them. After all, the “correct” answer (usually, “yes”) is obvious, a fact that tends to
discourage careful consideration of the certification language.
Our friends at Siemens, though, brought us a cautionary tale, after failing to disclose on Form 601
that Siemens’ parent company, as well as a subsidiary of that parent company, had pled guilty to multiple felonies. And for this oversight, Siemens has agreed to pay the government $175,000 in a consent decree with the Enforcement Bureau.
According to the decree, the parent company, Siemens AG, pleaded guilty to violating the Foreign
Corrupt Practices Act (FCPA) back in 2008, while a subsidiary of a subsidiary of Siemens AG pleaded
guilty to a single federal felony charge of obstruction of justice in 2007. Despite that, Siemens Corporation kept filing Form 601s (and also a few others) certifying that no party directly or indirectly controlling it had “ever been convicted of a felony.”
(Continued on page 10)
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(Former Felonies - Continued from page 9)

Obviously, those certifications weren’t accurate, a fact that didn’t escape the attention of the
Enforcement Bureau. The Bureau concluded that Siemens Corporation had violated Section
1.17(a)(2) of the FCC’s rules, which prohibits applicants (among others) from providing any
“material factual information that is incorrect or omit[ing] material information that is necessary to
prevent any material factual statement that is made from being incorrect or misleading.”
While $175,000 may seem steep, it could have been worse. False statements made intentionally could
be determined to
constitute misrepresentation, which is
among the most serious
of all potential
offenses in the FCC’s
One common certification, for example, asks
book. Presumably, Siemens convinced
the licensee or applicant to verify that it hasn’t
the Bureau that
its inaccurate certificaengaged in certain types of misconduct that
tions were a result of an unintended
might disqualify the licensee/applicant from
oversight rather
than an intent to deceive
holding an FCC license.
– in other words,
the type of inadvertent
inaccuracy that
Section 1.17 is intended
to reach. After all,
as we have seen, it can
be easy not to pay enough attention to the specifics of the FCC’s certifications. And within a company
the size of Siemens, it may also be possible that some people in some parts of the company may not be
aware of goings-on in other parts (although in this case that may not be an entirely credible explanation, since the felony pleas in question resulted in $800,000,000 in penalties and were, thus, likely
known to most in the organization).
The moral of our tale? Any licensee, applicant or other party subject to the FCC’s jurisdiction must
look under the covers and in the closets throughout their corporate structure to ensure that there is no
missing information that would be pertinent to certifying that responses to the FCC are true and accurate.
(Foreign Ownership - Continued from page 1)

The nature and significance of these new requirements and procedures for common carriers will be
discussed in more detail below. For more detail regarding the Report and Order’s extension of Section
310(b)(4)’s streamlined foreign ownership limitations waiver procedures to broadcasters, please see our
recent blog post regarding the topic.
Methodology for Assessing Section 310(b) Compliance
In the Report and Order, the Commission established a new methodology for all licensees to assess their
compliance with Sections 310(b)(3) and 310(b)(4)’s foreign ownership benchmarks. The new approach
requires publicly traded licensees and their public U.S. parent companies to rely on ownership information that is “known or reasonably should be known” to the company to determine its aggregate levels
of foreign ownership. As such, a U.S. public company is deemed to know, or reasonably should know, in
the exercise of due diligence, both the identity and citizenship of certain individuals and/or entities
holding direct and/or indirect voting and/or equity interests in that company.
Pursuant to the new rules, publicly-traded licensees and their public U.S. parents are required to review
SEC fillings (e.g., Schedules 13D and 13G), other widely available information sources used in the ordinary course of business, and in some instances, conduct direct inquiries in order to determine a public
company’s foreign ownership levels. In particular, the new rules deem the identity and citizenship of the
following individuals and/or entities as “known” to the company:
(Continued on page 12)
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(What will a Trump FCC look like? — Continued from page 1)

 The FCC’s professional staff will keep the agency running. The Commission employs a large
number of highly competent and professional staff – lawyers, engineers and others – who are wellversed in running the Commission’s day-to-day activities. Most work is done at the “staff level” and
that work should continue on schedule. Whatever big policy issues are not wrapped up by December
will be on hold until new leadership arrives.
This is what we don’t know:


How much will FCC policy change? While Trump was elected based on populist support, many in D.C., as
well as in industry, speculate that his election will bring back more traditional Republican ideas of less
government, meaning fewer regulations and more limited review of mergers and other transactions. It is
unclear right now what will trickle down to the FCC.



Who will be the next
that is highly specuCommissioner Pai
another Hill staffer
missioners are forcould be an outsider
try. The same is true
sioner positions that



Will the Commission “roll back” regulations? One of the
most criticized recent
FCC actions is the Net Neutrality rules, which were upheld by the D.C. Circuit but presently waiting for
“en banc” review by all the judges at the D.C. Circuit. There is the chance that the Commission will either
withdraw its appeal or decide not to enforce the new provisions. Or at some point Congress repeal of
many new regulations.



What will be the biggest policy change? Both the current Republican Commissioners and the Trump campaign have focused on the issue of wireless infrastructure, such as making the placement of new small
cells less burdensome for industry. In fact, Commissioner Pai gave a speech at a CTIA event outlining five
initiatives that he sees are necessary to promote broadband deployment. If the Trump administration is
amenable to working with the Hill on these issues, we could see legislation in the next year or so that follows some of the Pai proposals, cutting some of the red tape being faced by broadband providers at the national, state and local levels.



What other changes may we expect? The FCC’s Enforcement Bureau under Chairman
Wheeler has been notorious (and criticized by the Republican Commissioners) for issuing
take-no-prisoner-level fines. It is possible that the Bureau will engage in less aggressive activity after the change of administration.

A Trump presidency brings even more questions
than usual, because his campaign did not set out
detailed proposals on telecommunications and
spectrum policy. It will take time to get a new
FCC Chairman. Based on recent history, we
doubt that a new FCC Chairman will be nominated and confirmed until late spring or early
summer.

FCC Chairman? Again,
lative. It could be that
gets the nod, or perhaps
(three of current Commer Hill staffers). Or it
or someone from indusfor Democrat Commiswill be opening up.

(FAA Rules for UAS Use — Continued from page 5)

We’ve entered the next stage of the FAA’s planned incremental approach to integrating UAS into the NAS. The
FAA has effectively normalized the authorization of commercial small UAS operations, opening the door to a
dramatic increase in the numbers of users. By providing for waiver requests that may allow operations beyondline-of-sight and other currently-prohibited operations, the FAA has afforded a wide range of industries the opportunity to take advantage of the many capabilities that small UAS offer going forward. Over the next few
years, the FAA will be collecting data from pilot reports of errors, reviews of waiver decisions, and tests conducted at test sites scattered around the country, providing it with more and better information on which it may rely
in continuing to expand the use of UAS.
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(Foreign Ownership - Continued from page 10)



Officers and Directors;



Shareholders of non-registered securities;

 Shareholders identified as a result of shareholder litigation, financing, transactions, and proxies
voted at annual or other meetings; and
 Shareholders whose interests are actually known by the company through whatever source –
whether or not their interests exceed 5 percent.
Accordingly, the identity, ownership interest, and citizenship information of all of these individuals or entities,
at a minimum, must be included in a common carrier’s foreign ownership calculations. Pertinent information
regarding other foreign investors must also be included if the company should reasonably know of their interests through ordinary due diligence.
Monitoring Compliance
Under the new rules, all licensees must monitor their compliance with the foreign ownership limitations of
Sections 310(b)(3) and 310(b)(4) on an ongoing basis in order to ensure that the “licensee obtains Commission approval before a change in foreign ownership renders the licensee out of compliance” with the foreign
ownership rules. In doing so, the Commission refrained from establishing specific policies and procedures for
monitoring foreign ownership levels, and encouraged licensees and their controlling
parent companies to place provisions in their corporate byIt remains to be seen how exactly the laws or organizational documents enabling the company
to ensure continued compliance
Commission will define and enforce
with the FCC’s foreign ownership rules.
the precise boundaries of the new
Remedial Procedures

“know and reasonably should know”
standard for identifying foreign interests of U.S. public companies.

The final rule adopted in the
Report and Order applicable to
common carriers concerned
the adoption of limited post-hoc
foreign ownership approval
procedures to remedy inadvertent non-compliance with Section 310(b) of the Act. Specifically, the Commission declared that it will refrain
from taking enforcement action related to a licensee’s non-compliance with the foreign ownership limitations
if:


The licensee notifies the Commission in writing within 10 days of learning of its non-compliance that it
will either file a petition for declaratory ruling or take other remedial action to come into compliance within 30 days of the date the licensee learned of the non-compliant foreign interests; and



The licensee demonstrates in its petition or letter that the licensee’s non-compliance was due solely to
actions beyond the licensee’s control that were not known or reasonably foreseeable to the licensee with
the exercise of due diligence.

Unlike broadcasters, whose remedial options are limited to non-compliance with Section 310(b)(4), common
carriers may utilize such remedial procedures regarding their non-compliance with either Section 310(b)(3) or
310(b)(4).
Conclusion
The Commission adopted these new foreign ownership rules to reduce regulatory costs and incentivize increased foreign investment while ensuring continued protections of important interests related to national
security, law enforcement, foreign policy, and trade policy. However, as with the adoption of any new regulation, there are hidden challenges and unintended consequences. In particular, it remains to be seen how exactly the Commission will define and enforce the precise boundaries of the new “know and reasonably should
know” standard for identifying foreign interests of U.S. public companies. Moreover, the fact that the new
rules are only applicable to publicly-traded companies, the new foreign ownership rules, which seek to boost
investments in broadcasters and common carriers, may inadvertently deter investments from private entities
who must continue to apply the far more burdensome “up the chain” methodology in determining their foreign ownership interests.
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(Privacy Rules - Continued from page 2)

Consumer Choice/Consent Based on
the Sensitivity of the Information
The FCC determined the type of customer
consent required for ISPs and voice service providers
to use and share their customers’ PI by looking to the
approaches taken in other privacy frameworks, including those of the Federal Trade Commission (“FTC”)
and the Obama Administration’s Consumer Privacy
Bill of Rights. These new rules thus focus on the sensitivity of the information – rather than how it is used
– in order to meet customer expectations. Customers
are presumed to generally want more controls in place
before their sensitive information is used or
shared. Based on the sensitivity of the PI, ISPs will
now have to obtain either opt-in or opt-out consent
from their customers:


Opt-In: ISPs are required to obtain “opt-in” consent to use “sensitive” information

ISPs would have to obtain affirmative permission from
consumers — opt-in consent — to use and share information that would be considered “sensitive,” including:
Geo-location
Children’s information
Health information
Financial information
Social Security numbers
Web browsing history
App usage history
The content of communications


Opt-out: Use and sharing of non-sensitive information

All other individually identifiable customer information — for example, service tier information —
would be considered non-sensitive and the use or sharing of that information would be subject to opt-out


Exceptions to the Consent Requirements

Customer consent for their ISP’s use of data is permitted for certain purposes, including:
Use and sharing of non-sensitive information to provide and market services and equipment typically marketed with the broadband service subscribed to by the
customer;
Providing the broadband service, and bill and collect
for the service; and
Protecting the broadband provider and its customers

from fraudulent use of the provider’s network.
Protection of Customer PI — Data Security
and Breach Notification
The Commission has imposed severe penalties on several carriers for breaches in the security of their customer data over the past year or two. In taking a more
proactive approach, the FCC’s Order enacts robust data security rules that expressly require ISPs to adopt
“reasonable” data security practices, such as:
Implementing up-to-date and relevant industry best
practices, including making available guidance on how
to manage security risks responsibly;
Providing appropriate accountability and oversight of
its security practices;
Implementing robust customer authentication tools;
and
Properly disposing of data consistent with FTC best
practices.
Data breaches are, of course, occurring with increasing
frequency. The impact on consumers of a breach of
their data can be significant and costly. With that in
mind, the Order implements new data breach notification requirements designed to give consumers and law
enforcement notice of failures to protect such information. Such notifications would have to be made to
affected customers, the FCC, and in some cases the
FBI and U.S. Secret Service. For these purposes, an
ISP will be required, in the event of a data breach, to
notify:
Affected customers of breaches of their data as soon as
possible, but no later than 30 days after “reasonable
determination” of a breach;
The Commission, the Federal Bureau of Investigation,
and the U.S. Secret Service of breaches affecting 5,000
or more customers no later than 7 business days after
“reasonable determination” of the breach; and
The Commission at the same time as customers are
first notified of breaches affecting fewer than 5,000
customers.
An ISP would not need to provide data breach notices
where the ISP reasonably determines that the breach
will not cause a risk of harm to consumers. Still, the
Commission’s data breach notification requirements
constitute a substantial expansion of FCC regulatory
authority into an area already crowded with state requirements and a history of FTC enforcement. Where
the Commission’s rules are inconsistent with any state
laws, those rules would preempt those laws. Nevertheless, the addition of yet another layer of privacyrelated regulation will likely make ISP compliance
(Continued on page 14)
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(Privacy Rules - Continued from page 13)

even more challenging.
Implementation Timeline
The FCC states that its new Order gives providers
sufficient time to implement the changes required
by the rules, while adopting an implementation
timeline calibrated to ensure that consumers receive the benefit of the new rules as quickly as possible. According to the FCC’s concurrentlypublished Fact Sheet:

targets producing a new NPRM on mandatory arbitration clauses by February of 2017. It remains to
be seen how this proceeding will progress if the
Chairman steps down at the end of President
Obama’s term and Commissioner Clyburn is not
named as the new Chair.
What’s Next?

It comes as no surprise, of course, that many of the
new regulatory requirements enacted in the FCC’s
Order were opposed by several ISPs and others. Many ISPs have argued that the FCC’s rules
unwisely and unnecessarily exceed or contradict
The data security requirements will go into
the requirements enforced by the FTC, resulting in
effect 90 days after publication of the summary of
regulatory headaches for ISPs and confusion for
the Order in the Federal Register;
consumers, especially when Internet edge providers
The data breach notification requirements
(e.g., Amazon, Facebook) are not subject to the
will become effective approximately 6 months after
same requirements to protect PI. For example, ISPs
publication of the summary
have argued that the FTC
of the Order in the Federal
does not classify customer
Register; and
web browsing history and
The new rules require that mobile and
application use as sensiThe Notice and Choice
fixed ISPs Must strengthen their data
tive. They have also argued
requirements will besecurity to enhance protection of custhat, in making this classicome effective approximatetomer information and must notify cus- fication and thus requiring
ly 12 months after publicatomers, the FCC and, in some cases, the
customer opt-in before ISP
tion of the summary of the
FBI/Secret
Service after reasonable deuse of that data to market
Order in the Federal Registermination of the breach.
its own products to its own
ter. Small providers will
customers, customer exhave an additional 12
pectations are contradicted
months to come into comand
unnecessary
burdens
are created on all parpliance with this requirement.
ties. Combined with a number of other objections
Maintaining Mandatory Arbitration
to specific requirements, as well as to the underlying expansion of FCC regulatory authority here, it
One action that the Commission considered but did
seems very likely that the FCC’s Order will be chalnot take in this Order relates to mandatory arbitralenged in court. And while sweeping the provision
tion clauses. The Commission chose not to enact a
of voice services into the same new privacy regulaprohibition on mandatory arbitration clauses in
tory regime may have some beneficial effects, doing
BIAS consumer contracts. Eliminating such clausso may raise additional legal issues and create an
es would give consumers access to litigation, and
additional set of opponents to the rules. Of course,
perhaps class action law suits, as a means for remeunless the challengers get a stay from a court, the
dying harms they believe that they have sufnew rules will go into effect during the pendency of
fered. Commissioner Clyburn pushed hard for this,
any court challenge.
and expressed disappointment when her proposal
was not adopted. Nevertheless, the Chairman has
In the meantime, there are a lot of important decommitted to opening a separate and more comtails in the Order and rules for ISPs to review as
prehensive proceeding on mandatory arbitration
they begin the process of compliance. We urge you
clauses, and the breadth of that new proceeding
to read the Order carefully when it is released, and
may include voice telecommunications serto contact us if we can be of assistance.
vices. The Chairman stated that the Commission

